1/66

b L P,

EXOIR VR BAE

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



18 .

[y

N

w

10 .

11 .

12 .

13 .

14 .

15,

16 .

17 .

[FUsIC

PA=NRFH204> A=)

RERIRICONT

7A=)\IDOE R, O0J1>

HUR=S

IDOH

EEIAGY

BHL\

B#HmEER

HEAL TSR

BEXvr—TX(E

BE&ioA0—

JAOT=ASTFIR

IAY AR

BRIMIZ S

75 TL— M,

19 |
20 .
21,
22,

23 .

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

—
STE

ann

o4

YEZERIDNYI X

A= bITAURAMebaKING2

EofzeEF

TR

2/66



3/66

1.[&UIC
-

EFIRIE
oS Windows10, macOS(11L45%)
CPU Intel Core i5A £ (EE71HKLLR)
XE 8GBLL L (12GBLA L#f%2)
IN=RF42% FEER=1GBLE
TAATA fR&E 1280 x 1024 L
SR 10Mbpsl t (20Mbpsi %)
EEEIA

CHERFY—)LE, 12042 RY, 1DDFTTOEMFZRITREL THEREN THDET,
B—0/\VASTTA=NF I 2EEI 5 T TERUED., B80T %R CEIfES 82E. REEGNREIBIAIEEENTSVET,
TORRICHE S BREIC D WTIE, B TIEI S TENMEFITD T, FoHT T A TS,

- BIRIROCEE AR BEVONYIDTERTEINESH. FERIR CEMEFRCHER TS0,

AERMER D, IERCEMELRNOIIBEYD. CRIARENTESVELES. CEBARIC—EYR— MBRIEE T,

EFEICONT
COHRPBRFBFEECREEINTVIEFNTY. FTELORICTETHEFIATI,

COFRPEOBIFEJMERE HRASHI-T/1IR) CBLEY.

EFEEOF K, COFRMBOEEI X E—EPZVWREFRICBVWTHEER. In#l. fif. IR F I e aZElET.

CORABORMIIZEOT FEROFRICARLLEDEHBLET,

COFRPEBEENSVEDTHD S, EFEEOHTL COBMOEE I —EZVNMESTFRICSVWTHER, &, A, BEEFIeLEREUEY,
EFESEROITREITORE. TOMAEITRISZE IITAZITORIG. BIRERCEDSHEEREFREITIE. RE - AIB2MOTENFRICLSHERE
TOEENHDFET,

COFRPEICENMEIBIRE. (EREFRTOZEORBRETYT . BEIBATOZSICERDOITLE. BROSHL. RBOZEEEZITIEFEZBLET,
COFRPEOIERMICEHEZHLTHEDFIN, H—RD. REERBERENGOELTE, BE - )\ M —FOEBREE[ —tIOBFEZEDRVNCEZI T AR
£

COFRBAEZEFIAIBLICINELWNRBIERICOEFL TH, BE - - M —Z0EBIRIEEQ. —VOBEEZEDRVI L2 TAENET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



4/66

2.7A=NF292014 A=) (WindowshR)

1> AM=JVURL
TFEEURLDMSAZAM=ILLET,

e g2/

HBREHYAN—ATIDOI X

FA—INE 52

2w FTA=IELE2
HN—Fay: 2,000
RiTH: AR TV ATV A
LAF DB R - F AR T
o Microsoft NET Framework 4 (x86 & LT4 x64)

SHEDDL A - F T A - IANTUVIR S 1L PHFUT — 2% fag LT 2
Ak =IENT i RS, FOFSLZA v D LA R =TT DA TN 72U —
TAEERMF TR

(>R 1= WILET,

I —SAOH VAR~ - BT Ex
ETERET ALY Ny
CO7 W~ /3/5'{/1" WMETH? -
&m:
AmebakKING2

RE7 (FOXFNO LIXIA RA Y- EEE BRUFAUFBERANET):
cyber-intelligence.)p

"iE:
FEeRTTTY.

[ A AR ILBU(D)

AR HSDT TYr—33 FRRITIH. 2E2-5- »%gi“l‘ﬂﬂé""l’ﬂ’? YIrLF
DRTRUSHATERES. COVIMITFRALA - ALBITR. RS

COFIREENRRENEIH 12 AN=IZIWILFET,

2.7A=NE2D2014>A M=)l (Windowslir)

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



5/66

Windows8MDI5E . COLOBESENRRENZBENHOEFIH [FHMIERIZ7UIUT, [EITIZIUIL TS,

Windows (c&>T PC MMEEINFUIZ

Windows SmartScreen (3525 NAV 7N DS ZEIELELZ. COP7NEEITISE. PC [CRIENHECS
TEEHE RN S,

Windows (C&2T PC MMRESNFUIZ

Windows SmartScreen (35258 R2VW 7N DEE ZEIELEUE. CO7N)%EZ{TI5E. PC (CHIENECS
alREMENBDET

FiTm: NARRITT
7).  amebaking2.exe

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. 7AENEE - EH - GHEZE<ELET .,



6/66

2.7A=NF292014>A M=)l (MachR)

1> AM=JVURL

TEURLDMSAVARM=ILLET,
e ne?

HASH—TFA TR

7 *—I\F > 42 for Mac

& F R =)k 22 for Mec
J=¥av: 10

DME: RABES~PIIR

(>R 1= WILET,

° Amebaking2Mac.dmg £81<

ROT7ANEMISELTUWET:
& Amebaking2Mac.dmg

Zr AR OWR: DMG 771
7 7L OB Mtpsifci-s.net

TO7 74 VE Firefox HAED & 3BT HHBAT
<ESW

O 7045 LTM<: DiskimageMounter (¥ 7... B
Z7ALERTFTS
SRCOMMOD? rCLERRICORT S

sevte) (D

(0I5 LTRHKICFIYVIZAN., [OKIRY > ZBLET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



7/66

2. 7A=NF292014 A M=) (MachR)

TROISBEENRRINFTOT, PA-NF2520742>%[ Applications] TAAIC RIWIKROVIUTLEE L,

soe L] Amwbaking2hec0s 1.0.0

PR

b king Ma0%

Machl 7T —23> | TALIAIZT amebaking2MacOs | O 7 SUh BN 4> AN=ILEEINTY,
FROTAI I WIUT, PRA=NFI92%ELELET

eve < PIV=vay ? WE D B & M & ® O

% Orophox
™ AiDrop

£ Google £91

amobaking2MacOs
® Android Studio
B9 androis-ndk-rse
» B android-sdk-titsalum

O EOHRS App Store
A rFVr—vay &R ApcCleaner 24
¥ Automstor M

o owm

£ htdocs
B Creetive Cioud
2 Mywork

E3 Sourcelree

ICloud Orive

© Backup and Sync spp backup

» B Canon Utiities

® Coda2
cooMibmer
B cocviower
T Cotdior

£ Cyberguck
T dgitaletage
@ Oropoox
S tclipse

B eclose_pho
(J FaceTime
@ Figms

@ Firetox

& Font Baok

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



2.7A=INF2T204 YA M=)

CO&HSRBEMNRTENNE 1 VANIUETET TS,

W FA—FI2 FER- EEOHIES

T e

P
- RER -

CEEY—a7), MABNKID—E E£F: 0
BH-bETES [sevain] (26 ] [eR)

7ot oms  [xe  [xe@uo@|wwn  |[EsEs

FEASTHIR | FA A At 4 [

FATOTADY NETA—)FT2cER

(o}

2015/06/19

2015/06/15
FA7OOHBEEE 45TV 7L — NERBEORRBAFETH LE L.

JERT—F
KT ATOCERSNTURVIDEOT A U HEE B A-
SFICTATOTTHOY MAERU TS EEL.
ZA—J(IDOEE
BFOHHNsE
2015/07/07 -~
FATOOUREFLHS Xy - VREBEORRAEEELE UL, (ver2048) (=

FATOOHBREECHS A v —VREREOFRRAEEELF LA, (ver2047)

(ver 2 04 6) i

EXAID
#2500

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AENHEE - H & - sxFHZE<KELET,

8/66



3. &BRRICDO VT

9/66

A& R R oD {5 A [E 24
I _ :
& FA—)E 2 --N.%JIE- EEEHIES PR
1
AMNMESBA K I N G ) —a7)L MEBNKRID—E £ 0
?x—n::::—rl"E Gites o e oo
- (R
7novh pmE  [xs [ x&(o@) [V EEAL TR | P xwt [0

TA=)\F2Y 2 AV AN=ITBE, FIFBRRREL THEBILET S

RERIR(, BET3EF TRENTIENHRET,

\

RERRRIE, TINYOPYT R TWPT'ST1> ) [T TV — MEBRSEE L [ AV — NI A KR SO IR TOMBENFIBRAL TTRIAWEEIET,

EREEI NS

FEBROFARFNINTVET . FIEVAF-EBALTUR .

ARERMROEFRRIENTINDE, AV ADBAZEENFT.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



10/66

3. &BRRICDO VT
L

SAEABHWOAN

A M E B : K- | N G
A=V T T S 0205

A=LF7 LR

I RAT-F(FM1E2RF-)

g
N

SAEIREBAE. A-ITRLRENZT—R (GAE2AF—) MEBNTEXIOT, CE55OBEEIC AL TLZE,

TEUWA=LPRLVRENRD = REATITBE PA=NF2J 2 FREBIRICEIDEDD, INTOMEETFIRIECCENTIEETY.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



11/66

4.7 A—=)NIDDOE§®, OJ1>

PRIOTHIY NETA—=NF2J 215 T

I?Axulllawx l'x'lz CRET_27L WRNRID-E (0

— Hopiim=s (S ) N R

V= 1 ID : FXIOFHISNOIDEANLES.
Fhovh o |«9 [sauns@) v [sE38 [#ecstoa|prorsE[xut ]

JZ0—R o 7IOT7HIRONAT—-REAALET,

FAIOFAD Y NEFA—IFP20cBG
o} cyber-test
JAT-F eeeeses

p— AINETURS, [BERIRTVEIWILET.

#FATOICERENTLRUIDEDS 1 AEFET A
FCFATIOTZADY PEFRLTIZEV.

KIZTANTEDESMEVRIBEIRTEHDER A

— PR XPATOTERNCBIRUTHS 1 DE/AT—REAALTUES L,
Comr Lo || XAXPIIFHEKANSNTOSN R TS,
T [ mnmemnitags ]| OXZR-ZBASITUEITLBE, ERICOIA Y TEE R A,
||| SFosmst ‘:;,jzm’? (| _me

20150

7)(7!30&&&‘2#71 v —VEGBEORRAEFILFLE, (ver2048)

i

2015/08/18

FATOOHREREHS X vt VRERROARSEEFL EL L. (er2047)

2016/05/15
FLTOMMBFSC &S T Y TL— hNERBENRBAKFETF#LT.E. (wr?20486)

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



4.7 A—=)NIDDOE§®, OJ1>

I
|

O FX=HFT2

-HEIR- REEEREES

l’ FADYN xm:r. |&9

?i("-'t'\"-i—rra

|ssignom v

e .. omi B mnm—s H’-ﬂ 0
HR-NICES [Seuaib) 18 |

PAIOPADY FEPA—IF TR

2o

1

HP AT OCERESNTRVIDROA VEFEF A
BRCFATOTZ A MEERUTEEN.
Zx—/UDOBE

LUISIDRTOPET

‘J"UUDI‘ B =

|
[ sRuznsssuzioEm |
{rEAD
BROEDST 8 &g mm
2015/07/07 I
FAIOOHBEBEHFS X v —IREBBOFRAEETFLELL. (Ver2048) =
2015/06/19
FATOOUBEFHS A v b—VHEBEOTRAEEELELL, (vwr2047)
2015/05/15
Il PRXTOOHBESAST VT L— hETSENRBAFHTFF LELA. (wr?04/) Lz
-
& TA-IFO2
AMEB AWK 1 N ¢ cyber-intelligence FRg —1 7,
et e L = - e
X=J\"F = IXED3RT OISR e

RZ) [xe@n-) e [mEa

—
| mEo Tz | 7acu—mE 2ot o[

12/66

BIR-ZTEERULTHI> MEESP RO 7A-NIDIMRCFRRENET,

054 Ul W\ IDE—ENSEIRL. 094 2RI aI I UET .
X094 ATKBILELU . IELWIDENZT— REA DL TLIEE L, |
LRRSNZISEF. BERURIDN AT — RO EHE->TULET,

OJA KRBT BIDERIRUN BIBR | LIz, BEEERUTEE L,

OJ4>N5ETI3L, B
hERRENET,

SN TOI—IVEHER. ID. ZvIR— 1

TA=NFIT20EHEER. TNENOIFT 127 WI33ET
CHIAICBBZENTEFT.

Fe—BAICHI EEREDORT> | =BT,
RBNTWSY I ERRIBIENTEFT.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



5.¥IR-S

[ Pr—rso s -woR EREsES

=@

| A M E B AW n- TN o cyber-intelligence
K= ‘c:;* z REDIRTOIST—HE
4 ﬁ.

ZEEY—a. ARNKID-E HE 0
HE=hECES [Seuzil | [2fNe | [15s

| B Ameba. | 2 P20 = @

b EFIRBOOPCEPRSFENRELEIB L (22
MEOINTOTS RAns sstea
Pl i
< 707 < — Rk

[ -Eaud

[Androxd] InstagramrE ¥ A ZOARENCE EKSERDI LA
WL IX D b L25RSDNY
BLNEASS2AWEY
M2 A'oa0—andLn
SHEWCL Y
P IBTATAFENTVEY )

WA ARTOZTERL DY
GRI T VHEED

LS Ty
T )o90892,

OAUTINIT

SEOMRYHLIS?

6528 PR ]
2 "
ST RRE D

B 5%0<43

I [1iw 2797 | 73T —iEe [ 4 3 [22 ||74/<—; Irpjsaffy|zv—r~7z>ﬁ| | |
|| Czen=—szsx

ABF)

PEPgTe09]  wmart | gan

@ 2

B

WACFNVE~
*aoi
BE e
f=rh ) [Lmpason ]
’-‘lf _ BRLTEERAUZEN |
aban

BIAL | g | sl (2] [a)
B
BENS

F4Y

silos

NAR=SHTEIWIU, [RAR=SERRINI I FTBE.
O0J4>2LTWVWS I DORAR-SHFRENFET,

COEENS. [BRERELLD. SBEZEVLDTEENTRETIN,
BEVO/NYVIDOERIB(CLO TR ERCESRREN
TERVEENTEVET, ZDIFERTZVY (125 -FybEEYIN)
SDEEEOFIEIREZLTTEL,

D4 RUZERAIETBIET. SOAEHEE TRRTEXT,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

13/66



14/66

6.IDOD 4
L

A TA=)FT2 E RREES PP . =EES DO SEOUR NI ZNS, S ERERUEY.
! AMEBAVWK I N o cyber-intelligence CESEVTI7I, BENRID-B 8
o i n BEO3RTOYST— —MATEE Svoi) | ‘ - Y
ot S L L WO R “H=bnss Davon) e (s IS T O0NEBHES.
FRoxh DEE & [sonsE]wn  [wsze  [mecoria|rxosi-mE]xet [
oremE | - .%J ors 0 F @ SUXVT(TA)—#HE)
wEsE SVEMOGAU—wR) B DU VY (AR#BE)
Sy HEERE) - N
NFTU-TELT 14 EMbLG ) LT R AERS *Ameba AR YU IL (BRETVFUY)
FEcRorTOs8 N -
DSBS SROTIICEE Az | "AmebaA K Dv )L (i EEH)
fEADES - . .
F-T-MAGBEIANTDY ® TOSEBHSET © TONSALRLHSET " HEOTOT DR
fh AT R (—(FBUIEA) LiEE - T O 4
' 2 A A I~ RBUTTUEA) o #E(orT0T
HH (Slmas FE o O] BETDT R DHE
ey BALLIDGIOVES
HEM v LT CnmA b 5-0-F | oAb | [ zozg-n | T ADFEE
[ A (BB LRA) e S E I e — -
L mays—(ZELTINRA) LY TEANBLREIONAD, FRCRE E . BRUEIDERAUARAER SADTOSIZ R LA
 TA=HS(2A0-LTVBA) e N
| : j"x—»‘(’;i‘[jxm—aht:a)\) fEEAID o MEADBRICAYTOS
0 ok | =
| it S ADT A /A — (FEBLIA)
AN [ JL28hS M N =
: 3 A DT AV N— (EBLTNMZA)
Rt SE T TENF DR
DLV zRE
DR IDREL sDIFfRAE
y LR LT h A

ST AU N—(RFBLIZA)
s T A N— EBLTN )

I, A v s sl .. cybar-intalbguce. Srotiszso j MeHMD-R  FR '7}_1(735(77}—D_L1—:)\)

rof ST O l..g.ma,q-a. - T EERE e P A (TSR T BA)
,T:E:ﬁ:l:::uii-(ew «917»‘?“,:‘;;: w.‘:”= o E:E'Z'"m‘ : 7‘)l’j'§

wEes s . q;_ J— |\

iw:g; N ;A:‘:u: iR LTSNTATAS SN ARG (SUXH)

o JOCRBHSRT © 9L hisRT -TOT4— LR

HIBTSEBEIRULS . IDHMEERZEY, DR INY > %
@ o ARAID pD ! 9')“}’][/353-0
P HHENZIDE, BEARIONMUEMRID—E | [SEIMNENTLEFT,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



6.IDDHh

SYFII(FAIV-H#E)
7X=)J0IOTAI-HESTSF N5, IDOHMEEITVET. IDE S+ MUMSIECHHEN T,

SY¥2J(ARRE
7X=)\J0JORBET I INS. IDOMHEITVET, IDIE. T2+ TINS5 IRICHEENEY.

E% >

7A=)J0IOE SOOI THSIDOMEEITVETS . SOF I BRIRIDE, F>F I NTT)-OBRNEIREERDFEIOT, 7 IV-EEIRUTLIZEL,
IDIE ST UIMSIEC T ENET .

BEEMSE

AFIV— | J\wE-F1D v

mElcRorEI0Y
OJ12LTWSPATOT, HRIEAFRECA ADOITOINSIDEMELET, ID(E. Ft&EICR BAALVIBICHTEENET,

HREOIOJOH5
OJ1 L TWSPATODFEICEO TN AOTOTNSIDEHIEUEFT . DI} 5& (LR TN BAAMFLVIBCHEENET,

A DS
EBELLT7XTOIDOFGECA I ADIDEMELET, M ADGZEZRIRT DL, MADIDASHPAANTTRECRDEITDOT, EBOTA-/NIDEAALTLIZEL,
IDIF, FeEIC R BMALVIRICHHHINET.

fo \DID -

fADBKRICADTOY ESDURL
IBELET7ATOIDOT A MFEEICBR TVRIOJDIDEHEUED.

MADBRICADT DI ZRIRG L, MADIDA DN AT BIEECRDFIDOT. ERDTA—-/NIDEA U TEZW, IDIE, Ft&(CA- iz BEHFLVIECHEENEY,

cyber-custom|

i A7 Odlcnni !l LleA
IBELETATOIDOIOIOERFHELEICL | DT ADIDEHHELEYS . BEOURLEANDINE TOERECLW | LI ADIDEME TEET.
A DFEEZEIRTZE. MADIDASHEP AN ATEECBDETDOT, FEDTA-/NIDHBWEEEEURLZA LTS,
ID(E, &RV | ZDIF B BIRICHIEENE T,
X JOJOR-SETHME TEE LA, JOTRBOR-—COURLZA ST TRLIICLTTFEL,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

15/66



16/66

6.IDOD 4
L

DL\ERSY
074> L TWBT7ATOICARIZAFF T NIE ADIDZMHUE S, IDIE. RIDMFUVe BEEOFTUVIBCIHENE T, fH VA ZIETE S BCENRIEETT,
DUNZNRA HESET
PG EIMAFIE [v PCOEMNS V] B/ (AILISOARE
WERRDBR v TOT+—Lhs ¥ JO50S ¥ B36E ¥ SL0ENS @ Tofl
W e [ SE2LREOFHFES

DN
O0J4>LTWB7XJ0T, BONRYZSITABFOIDEMELET . IDF, /5% BRFOFHUVIECHEENET.

(AIAY R R VX C (VPN
BS0OJOJERBICIVV ! 1ZL TN AZRMEUETD, IDIE. WOREL TN BROFUVIECHEENFT ., WRU TN ERIEEIEEI B LERIEETT,

3 5 EBEwwR ! LTNEAZER

PAYN—(FEBUEAN)
OJ4>LTWBPXTODEEGRUETAN-D5IDZHIEUET, IDE, 5245 A BHENET,

FAYN—(FESBLTNEA)
OJ4YLTWBPATOT, AN =ZEGRL TN ADIDZR B UET, IDIE oA AICHEENET,

PA=N\@5(TA0-UEA)
OJ12LTWBPATOT, HRIENRSZTAO- U ADIDEHELET, ID(F. JA0-UBAPFHLVIBICHEENEY.

PA=N@5(TA0-ULTNREA)
OJ12LTWSPATOT, HRIZICTAO-L TN ADIDZHHUET, IDIE, TAO-L TN BADSLOVIECHEN T

IIHoF
IHEFCSHILTOBADIDEBUEY , JILo(F&RIRTZE. JIHEFIDA SN AT BIEELRDFID T, JILo(FIDEA LTS,
IDIE, I FCHIAURNBICEESNE T RIS R IS E Y—ILHB T I FERIRT 32BN RED,

FIL2FEID UIWiviSVEWT] B X EIEBEATTIBEE 00XXXXXXXDEBD DTN FEDIDICIRDET
http://group.ameba.jp/group/ XXX XXXXXXXXX/

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



17/66

6.IDOD 4
L

F-0J—RK
TA= G —FDF—T— RIERHNSIDEMHUFT . T—T— R&RIRITDE F—T— R )\WS 39T A DI A SN TEECRDFIOT, EROF—T—-READLTZEL,
[FEE | EAPURBE. BBHXRIETOI51 NUCTIRE 1 VWS FANHIRTZI0J0IDM M ENES . IDE. ELB2E2 0\ BN FHLVIBCHEINED.

F—O—F-

- RE BA © JOUESENSHET O JOTH1 MLSET
\wZas0

[JOJREENSET 1BRIRUIIHER 52EDY1 ML, BBOAXDSIREENET.
(70954 MUhSERT 1 & RUIBE R T0J D51 ML OZNSIRZEENET, (JOJDEEHS FRFENEFEA. )

2159 (FOCRES>F*>Y)
7A=)TOIONGZ 39T OTICRES>F>T (—i%) HSIDEMELEY.
W33 (FOeZRESo+>T) BEIRIBE F—T—R- )W a8 T AP AN ETREICBOETOT AERBD) W17 T2 ANV TUEE W [ # | BBEHDFEA.
AR\ 29T ERTEL TRBEEVWTOIN BBOT7IEAROLVACHHHENET,
X ABURINYZ25TOFSFD TN —EB 0 - DB SIRRECEO TV IISE, RSN TOSME BT U T, FEBCDBVERUNMEHE TERVZENTEVET,

7’071 —)iR5R
7ATOOTOI1— IS IDERHUET . TOJ/—IURREEIRTBL. TOI— )RR A DB AT EEICRDFTDO T, AU TEZL,
F-J-REEAEEBEETY,
TOI4—IRERIGE, EROME—T0— RIRZREGEL, BN T, TOT—VEEICEFEIN TOBREHNSIDEHEUET.

JOT1—ILEE
#B o Btx © kit O WonL  FE 2005 ~ 45 MER
wae |- - ®% [sua . ®-0-F iz

Flo  E eMtSsonnJosDEmsumay %F1ysEANS SREIDED, FECHEIMINET

BIZ TR |EWST— RTEBEDOFT—J— MERZITOIHE. SEBRICTIFR JEVONFASEN TV ADIDMHENET,
COGE [FE (LRI 2RREEZEVTVRREFRD T, TOANERICISEICEATVSAIEEEMENTT,
(RER(IToleeVSTO, IR TR EE Z1-ADJOIEZEVEEITHELNFEA. )

I, TOTA—IRFROF—D—RICTIFE [EAAURBE. TOO—ILRICTIFE | HEFNTWST0JDIDH M hE SN 36,
EIRCIKER(CEATVS, XIMFATVEIEEENSNTY,

F2RLTO74—INERR(E. BEFROBVIOTEMETNTUESOT. [ OB EEFHFORWIOJIDEHE LRV (CFIvIELN L.
BEHORWI DI ZHIBRI 2ENTEET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



18/66

7.B1EIRS
L

n4
REDHEBEETXIOTELLTEDEIDOT, REFIAVWEFERA.
TATOTRIMEENERESNELLS, TA-NF2 2 TEBEREIZTFECT.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



19/66

8.BH&LW\W
L

e PASE2 PRI
AMEBRANK 1T N 6 A cyber-intelligence ABWKID-E 7 AIEIMM@E@%?‘K@*&%E?RU%@'O
A=V =T - S i 7 RO
7aovh [Tdn—3 DRz  |~& | ~&aLoiE) Wit FEEg  |EEmorR |7 ?Zﬁ;ﬁmauma,mugm = VORI :
myhomedkomsa ., = =
WATERAM WWIRELE ] ;Z:L::gg ; ;z’/;gﬁ :nil‘p;o:;\;s; L\L\nt/)\"@b\b\md)laaﬁmFa'i[‘m’i}‘é‘&bi@'o
AL bakakorz1031
littlemniki
WinlR 3 I ~8 LB SXLNRE (100 2pmoneday3 ) )
ousiste [VABBEA 1RS> &I TBE. BBV~ NUET.
Ry BEVWRZELEUZVMESE TOWORELEIRG > EIUWILES,
e EEAROMEBRID—EO_EMSIEC. WMIEDITVE,
_RF IIAR-F IS RID—ENSHIBREN TVEFT,
FRUEIDEI A SR
- » LIBFFRID—ENZEHFICRED BAVWWRERITET DL
m EELVAETUES.

BHVWNREL : WWRHNTERICTE T UIEL

FZIVVREL ¢ ITICLVRZELTULRHEFEN BFEAFAVVRZIETL TULSER

BRIMANVRZER 1 BRIMZ NI A THN. LWWRELIHSIZER
AT ZRYTEAFICHTIIED. LWWRELRD IR

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



20/66

9.8EHmE SR

e S RS E
B PEEN - ToSHEMERING
?Axn-!'l A ﬁ“a . cyber-intelligence Hft— bR TES n\!}iﬂm‘*ﬁ > ;
e T — FIVIRANBE, BIFA— N EZIEBREICRDET.
| & [smom|von  [EEER  |maxcsria|mavi-TElsve-sEe| e racmant T
| |nobody0728 - .
zemsme |[LEsmmee,] TS 0 R o ki B3%740-9%:
o I bengoshi-hito<oto
| [ FrvirANDE. BEBELRERFICAEFORSIZIAO-LET,
MELLEAESH : | [supersiastin-diet
Hameba wee—v v22 zazo ez :’::\":;":“7;“”
saito-k=2010
lizlisz-official
il e e AEBAMIATACR. FE MR A WILET,
~woa-b | [ zoaeen
TN BRUPDREALARCESS BEEARIONIESTRID—ED EHSIEIC, BBFEELTUVE,
aBt . ANV OIF v RANTER TN T O FE R R TS IR RID—ENSEIEENTOEET,
HEZHID &% !
FEBIOA L LCHEERY £, KEEHRRIRL TUES ﬂiEﬁ%ID—%b‘:’ED(f(Z@éb\ ﬁ%ﬁ‘ﬁ@iﬁﬂ(:g?ét
o BEIHSETRE D BEmaEERERTUES,
HBE-HRERRIAC L BFOIZDAITBHARLER A
HERSNTVIEIE TlE [MEFICHSEIHE(CRBIIC
FIVIR A THEOEIH, EFEOYIET(&
[HEFICESETHRE(CRDITITONTHLET.
AIEE R T B : Al FEEFRES504HTV. —HOREGEL TUEEREERRUET.

REDOFEBFNNDRI- N TEBINDOERCRDFT.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



21/66

9.BEHmE SR

BB REFIET B ERERIENIAEDF T,

BEERAOEFEFZHED. TEAMRYIACAALTLIZE L,

[OK1ZIWI FZFE N t e r ¥—T. WROIDISGGHEEZTREZLET,

[MEIE 120w I 3L, STEEREZLEDHT, FILELFT,
[COTOIERRINIZI W IBE BV RUT ABFOIOINFRRENETS.

FEEROBE. BEEREINMRVESIHDETN 20HBEE>0 KIRT2Z2IWILET,

BHRSHA:  2014/01/24 0:00:00
R=T54: 3 BRICADTIOY : #=x% ZOJOIDES: =i

COTOIZERR

REEBROREICONT
FBEERE 1BC504FTITOTENHERET,
BEAEFHRMIAETTL0004FTT, RAISETSE, —ANMEBL TEROFEZFMERIEA,
XEDBEPROR-ZLUEDIFHE AT T2 A IRKEET . BRULREEREAIRL TS,

Fe, REBREBMDIEDOERTEES, 245RRBL LA TEERRSLSCNET,
BC, RYDIBEFB AR (FRT0RF05 ) TIRD5004 W ETHEICRDET .

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. ZAENHEE - & - IFHEEELET,



22/66

0.58BAITT A
—

SEEFRESHE

B EREDMHNT I ITEE.

A M EB AWK 1 N C cyber-intelligence HA-bdIss RENKID-R EE 0
[} —y S 1 === - |
Fx-' ""a BEOIRTOI 5T 1R [souon | | 2hms e sEchoRT DY
[Fost [3ex-—5 [oms  [~& R I e
‘zzagEamy  SECEIEIOY BREOIOIDER  ES HREOT O OFE

&% #2792 5 57

fukawa-777 " teraseek-exterior A fukawa-777 ~ _ _

superslastin diet e o p— ER(HFRECBOEDIC, FHECROTCNRDDIEADID)

hlr;toww v [ nagara'mlsa - hlrémlooi ~

[1 msmgn 4| BRETIEA ZHHLET,

HEHRID

s 0 |[zaR |28 | BREAITOUEEFELER | - -

= ERLIDOIOVES

[0 & Bnit | EvenToR DESER || CoOJDIORSEETESER | e e =)

wsom PR LREAD PONY w i WMISNSE| | EESRERRE XESE [FHCBRTDI NS HREOTOI OFE 1 %5\ sl
BEEE®] o - BILE—ELERA.
lvvoam | MWD R0 [l [
iﬁé’;;;;ﬁﬁ HIRIFIDIA-B-C-D-Elh&ofze LT,
TR Eﬁ@%ﬁ%‘(;@ak? I;IO MTA-B-CIT
'szgmf HRIzOI0J 0FENC-D-EIDBE

EDICRREINBIDIETA-BID2FERDE T,

FECBTDI . REEDOTON | 1&29UyII3E, BBRITERIDIC
EMENE9.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



10.:mEBRXTT

A

===

SEBREN M

@ FA-SEH2 - oliEN|

A MEB A :.1 N G LA cyber-intelligence = WEBNKID-E £
?x-""*—"-z gl BEORTOISTHE Souil | | ansm | | o |
7aoyh [TAx-z [pEE  |~& | ~s a3 vt FEES | EEAOFTYR (7au(
EEERESEE F8IcRokT0Y SREDTOIOEE =5
Loz ST a®: 792 8 57
fukawa-777 a| teraseskexterior a| |fukawa-777 "
superelastin-dist mamanocotete superelastin-diet
haijin-umauma-mu salon-ym haijin-umauma-mu
hirote1007 v nzgaramisa v hiroto1007 v
v | RS b RRRNEA
RN RID
L LER = 2ER BREADTOIHRTTLER TR
50 = 3 . T ce= BRULIDDIOIET
50 ) BWL | EBSEnTUOVIDZESER | COJDUDRSIFRTELER s =
Gl T 2
B BRCAD coFoy Jog ||| mames. vrrs — RlEDERAU TEE

pove [ BRUEIDEWG UR PSS
L (b B oy oms M= —tums
[ |fukawa-7... 2014/01/21... | Fom E-o 1 [ E=R mSERE) 912
I jsuperela... |2014/01/19... §Ffi §,i\ E \ i;f ==y #FRAD (£5: 0
[ |haijin-u... |2014/01/24... ER f55 0 | &EF
[ |hiroto1007 | 2014/01/24... 3EER Er 0| BR | BRUEIDOSES
[ |siyshopst... 2014/01/24... 3EET s i | =3 BRnEk
L1 |follow-07... | 2014/01/24.,, |3F&T == 1| == ERL RS
L] |mriede 2013/11/15... &R En i | EF UZRAZEDT
[ |sska-kuri 2014/01/24.. EFR 5 L [LZ=F | £

FERUZIDOSRE S BZRERR IRI> 2T WITBE.
MEREL TFIVIENIDOFGEEFZ B BRRIRLET.

[ERUIZIDZBRINWRAMNEED TEER NI =) I I BE
HWHREVTFIVIENLIDZEED TRRIMAMBIRUET

NICHD, —EFREBBREFRULICEMNDS S, MBI THREBSRLU TLEOIREHCTENERET,

[ RIEEFHH. YA RNAREEUS IRT > =IWIFBE,
ERERTRIDEL TGEIRSN7A-NIDO IO ORI EFFHE
YA RN-FRIREEDEVEZLE T,
RIEEHA
2N OREICIRBEEIN B 0NBRBER R
BKlcAbTOY
SRUCADTOIHHA RN—([CRRENTLBHERR
o) 0)05E
FE BN RN-CRRENTLWSIHER R
X[ RICEFHE. Y41 RN—REBIEGI1Z2IUvILTOR WSS,
[EFHESNTLRVWIDZSEIR].
[BKRICADT ODIIERREDEIR],

rcoyndnmEkRTELBIRIZIVYILTE
FRIRRRIDDFIVIZDIFETENTEX Ao

XIRAUZAMIBINT RIS BT RESREMIRTBAICITOTEE W  SREMIRUIRIC, BRAVAMCERIZEHESI A

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

23/66



11. B8 7 AN —-HEE

7 A\ —EREERAAEIE

AMEBAWR 1T N G -qberslmelllgence
P X=-ICF= T Gl scomusseus

Ts-o |DHEE | ~e [~sonsgvwe [weEr [mosrA 74078 o1 7 | isukekm

YH-bETSs RENKID-F FH o0
|orvon | | sfEs | | x|

maximakijunkansatsu -

=g o W O22%270-33

i [P BAMR: 0 RFuT®:

O EEX—LERIBSHN aso-arashic
[ PR —THITETIA32TD gossip-girl-tokyo

mmdisneymm
Joke-sexy

@ Ameba 71x-9 | 7

DEMI@RINER oo a7 | vsoBR

THN-OBFE  FRAA ORI TRA

PAUN-BFHETDS

BABNEOT A - IR T,

CEESIEEATD

- LER AR
V] HFIDNEHTRAFIES ¥ #387r0-9%

| PRt - THBIEE T EITD

Ta-roER 3o
~

gattun
max-rose
mi-coob
10820125-5¢-3
Jerrybeans-mst
dallycelebrtydiary2
mayukono3
ninc-aisiteruyo-jun v
ERLFIDOIDSES
[ aot-r | [ zozi—r |
[ smimomenUzbean |

GRMID #H: 0 [ [

EHA-IERIISRWN :

FIVIEANDE, BIA - EZIES BORTECRDES,
PAYN-THBtEF(133aCT3 :

FIvIEANBE, PAUN=(CRoCEBBRUFEA.
B5%740-9%:

FIv)EANSL. HREFRICBFORSZIA0-LET.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

24/66



25/66

11.BE7 A2\ —HEE

PAUN-BER IR T 3L USRS MREDFT .

bl A Gl e [FARORY N TEBOFERA IEVSF IR 22U, FIVIZANTTFEL,

PXAV-ORE TR A BBUTINTA

FRRENTISRICELEGFZETIWILTNS, THEER1EWSIRT 22U ILET .

———————
‘I'nuua'c DE FRANGO
3643-1720 |

2

TO%. BEROI 7AN-B5E29 512 UITBIET.

TROIDADT AN —-BEENTE T UET,

[ Wt TR b
Mlus o e

[ 23w | %9y d 2L ZOIDICIFT AN —EEEE2E I, ROIDABHET,

MELE 12 W F3E. PAYN-BHBEZLESH T AFLELFT.

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



12. BB AYE—-I3X(E

Ay — IR (ERGEER

AMERAWR t N o cyber-intelligence
?x-' e BEOIRTOISTT—HE

B e - $i-T
I70- | Ia00-5 R [BRURE [SespeT [FooL—tm (R (o7 [[¢]
Ere e B 0 EO: 0
ZER ZESIL
= e BAE: 0 RFTR: 0
PR (SES0TFAM)
[rame]ah. EUHFELT.
Xy E—SH(ZAI0000XFHR) = €l | EANTTL, BREFO-yOR-LCEREREINTT.
[namelEhe FLOELT. £3 S - R

pERsID-E  F2
[Zrwai | | omms | | rms |

neko-no-kanzume -
ninofatheril

gk4msi

24b7utotd7xe

mayujoz01201

syss8trade

kudoualkoo

niconail-nakameguro

nyadiet

miitha2010

mr-holmes

kumakodao3

aoyams-00

moro-handmade v

—— ; -

| aza-r || zomAen

| SELEDERAURb~ET

wxmD &m0 |1 [

4

Xy-SoffREiRETEET,

Xyt—

Xy —SOARXZRETEET

XA, AyE—2(F, PA-NIDZULIBBMRTFENE T,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

26/66



27/66

12. B8 AV —IX{E

Winat 53t vi o7 - Xyt —XEERIM T BE. BFERENAFNET.

FA—INF T2 R—bF— L4

A=A ERET

[FAFORY R TEBDFBAIEVSFIVIRYI ZZI NI FIVIZANTTFE,

AdpARNRU T P FRRENTISRICELEGFZETIWILTNS, THEER1EWSIRT 22U ILET .
| #8

| PRr=VALGTRYR - F LSBT

|ty TO%. BENONXETS12IUII3IET WROIDIOAYVE—TE(EZLET.

| Fomridmaf—bFordanld
| 2osep gy 0

[ 239 1% UyD S 3L, ZOIDICEIAVE—SEEERTIC, IROIDAKEDNFT,

MEIE1ZIUWITBE. AV —TIXEZIEH T ABLELET,

oy

B Ay tz - ATB I TR
WTORDEEN DR, SRS

GREITRAOB)
SV R A REEBRAE L T R
< REIER LD LI (LAIETTA

RET

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



13.B#740—-

BHEJA0-

@ A - olEN
A X EB A £ 5.8 1; cyber-intelligence bBri—phlEirss ABAKID-E  (E5
PX-IVETE LM seomrorseus S| [a] (8

— = - . — T T Z4b7Ut9t47%C
AVE—THE TA0O— | JADT—ASTHR | BRURN [JluopeT | FoTL—reR | 2R |0z | | mayujo201301
PR . - sysB8trads
= 2403 0 A0 ik
ZxO—F% 054 kudouakio
= BN rO-#: AFvIW: niconall-nakameguro
24088 nyadiet
miiha2010
Jio-EE 3 B~ EHe BX740-% 560 [ mr-helmes
N, 2 - kumakodao3
— aayama-00
®Ameba 7ro-9 | 2 vy F—2HTHEEIRET | ok FTAT - ORHRIL AL 1ol T RATA | |moro-handmade
yuzuyuril2
yochiyochimama

Ameba@

nEs A A ISRl
e U ThEED LA
- ZAR-dhELE

LWEEILTA?

SR TEE -

W RRSOAN 54— IR ELE.

@& @ Fuea]

A

P IoAR—F
EEUEIDERAUA AN
#RMID #3: '

BIITAOD—EK : JAO-HIERICSE T U
BNTAD—EK : ITICTAO—RLTVWSHEFEN HBFENTAO—ZIETL TLEEK
BRINIAO—%K : BRIMZANMIASTHD, JAO-ZULRNOIEEL
ARV 2RV TEAFICE TEED, TAOD—2ULBH DL

BRATIAOD—# SEITAD-Z I 2RADEGERLET

JA0—FEbR JAO—-EROTAD—-OEIDREFRZIEELET .

[ JAD—-FAtB 1RS> )WIS3E BBITAD-HRI—PLET,
BETA0-%ELLURWMBEI} TAO—ELEIRT > 2T UILET,

BEARIOIEFRID—ED_ENSIAIC, IAO0-ZDFTVE,
AIBIFERID—ENSHIFREN TVEET,

QIBIFERID—EENZED(FTBD |ATAOD—EATETBE
BETA0-HETULET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

28/66



14.9A09-A>FF2R
L

JA0—Z=5 itk

A M E B A

X=IV"'Fo=

s [5888  [#eCT R [ 7AVCRE | Xvt—S8E | J70- | 7A00-A075R vl [0

WK T M

<
L]

cyber-intelligence
IRSO3RITOI 5 —iR

ZA-bEISs RENKID-F 0
| Srwoi | | s | e |

JaO-ENEH 2AO0-LTUSA JAO-TNTWSA =5
#8: 1 64 iz S
saotomelsls [} teraseek-extenior A saotomelsis ~
hinata-poccapoca mamancotate hinata-poccapoca
shokentai kudouakio shokentai
ac0511-005062 v salon-ym i 2c0511-005062 -
[1] memsn 1] smenEa
HRNRID
&5 o SER 2%

TrO—-EREE

SELTIR(1) zL

fXRMID #8: 0 AR I

29/66

TAO—-EDHERT > 2T I TBE.
I40-LTWBA
IAD—ENTLBA
Z3(IA0-UDIZ, TAO-L TN ADID)

ZHHLET,

XEDE [TAO-LTWBA — TAO-ZNTLBAILERILE
—HUFEEA.

IAD-LTWBAA XEEZOTON | 120033 BRBRITERIDIC
SENISYEE T

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



14.9A09=A2FTF2R

A0 — 7R

v

Jro-2ois | 770-LTLUSA
— #8:

Em-bEZES

cyber-intelligence
BEOIRTOISY—HE

[ [mEEe |@EgiiR|FxEE | Ave-siEE | 7a0- | 7A00-A0F VA [Baul 4| 1|

Z20-2NTVWBA  =H
#R: o Y az

ters k-exterior 1515 -

hinata
shokental

515 ~
ac0511-005062 v

hinatza-poccapoca

salon-ym v ac0511-005062 v

i EBRISA

| 4 | g

HRNRID

v
[V hinata-poccapoca
[ shokentai

[ ac0511-005062
|vi miyu2@shing

[ diet-witch-aki

[V aibaojou

[V ipu-san

[V misaki-01

|v! onitamz-nackS
[V ginzzhope

[V pepsicoara

smaEE) 23]

RETWHID-E ] 0

|Zmuzi | | 260 | | 5um

BRUSIDOZCUER

[ A

[ zzzs-r

| SRUEDERAURLAEN

#ZMID £ 0

t

4

BRI RIDOHFNS . AHICERIRLIEWADIDZFIYVILET.

[ BEEERREEIE INT> % Vv 9L, FIyIURIDOIAO-NERIRENE T,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

30/66



31/66

15.0A> MEDZHR
L

JA> MEIDSZIE
(& 7a—rsos e seos2E8 =1l [ DXONADEMRMCITRITENTEET
AMEBAWK 1 N O cyber-intelligence CHAT_ oL REMKRID-B ¥ o0
b O | P = n HEOIRTOITI—HE YR=bTES [Teyon) [=hmm ] (3508)
-
= = 1 N - N Y PN -
[sot—8E 770~ [7a00-2e533&| 24 MAOKE [Bauzr [Kusred [Fodu—re 3 1] - | resrmeree ‘ A NEDBRIARY > % 1R E, BIEPRICT IV R EORNTHERRENET.
mere-hendmads le
2 REG = BHE: 0 B (
oA NEDRR = . yomenekenekoneko
T S e FCFICFFRENTBREO
LT, E§ =2 SN ATT . &% IEREOFIZEIFONE AT 7 | waismyssif
TIHE e ) (2 FRDEOA) cwe
\ sycgorman REORA
| maihama-ses N
WA A S, pecitpriceday 2’09948
| makimakijunkansatsu =
M= 3L IR, (e ASADS ST RS CANDE ST S7HANG S, BETIHVAEE [ [swietwosmie SBBEITML
| | 2&2EBLTT . BUNABIR DGR CIFACSZ LT AL mori-arch-econa -
|| (hitp/ncws fivedoor. comarticle detail/ 10358794 s —rank=2) didab ) (zomtob) PETENET,
hitp/news five _com/artic] 110358794/ Ttype=ranking&category= = k T J
v
~ | EEEID
3 IRERE
BFOER : TUARAEES JOI5IML | TUSAZHSeANRD BB MNL BLE u uu
PAD A s
SRRTESH LB
FAMN ¢ TAACHI. ] (&) rszzRTen—vMBEcEFoEmFE aNET
n PO N ey - [2xr | [cong |
LALCERILET, - #iE ZFyT |

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



15.0X> MAEIDSZER

32/66

AV MDD

(& 7a—rss22 vk EET2ES

o

cyber-intelligence
BRO3RTOIZI iR

CHRAY 17

|
rb S O

REMRID-E 7 0

entnmech2

[xoe—=#E[77r0- [7a00-x>5332| 34> ME0%E [mauar [MusreF|sodu—rmm [ o]

g 0
BMS: o

s

x> hEDE | [:m‘z FEO*‘tJ RFv B :

LT BT (D 0= 587 (L AT . AT & U B SOV LT °
TIFE ) (2 ADRIA)
WTTBIEMIREN L3,

s A (ILAL fEn ASADN RN T BES CANBE 571 SPBANGS, H5 TS iFE
|| 5B EEB ET. ELOUT-EREONECIEACRZ APELNE AL

| (hipinews livedoor com/article/detail/ 10358794 rype=ranking & category=&rank=2 o
& -
BFOES : ITEAEES  JOI5ML 0 IVSATRSeARD  BESML  EeASHBRALEBEZ
PAD TEA-FACRSTRAMN
SHATETH LR

st | Cacsi. ‘Ig-] (4] rszzBTEp-UAMBE IS OETIFEA AT
IAVE ] s, - M axxr (| zonz ‘
IALCERVLET, - R ZFeT |

|

[ mALzezmavabaan |

mai
ped

noricoco1023
more-hendmads
yomenekonekoneko
mmdisneymm
yumy-shanghal
yuuyaismyssIf
owe

Syogoman

hama-ses
toriceday

makimakijunkansatsu
smile-twa-smile
meri-arch-econa -

n

LET

=}

A2Ah=h

I5aR-k |

fEZAEID
#§ :

0

(8] (] (&)

RRESNTVWBRI DY BBADIA N RELET

F1MV
IXRDIANVEAALET

AV B
IAPOARREAILET,
A MR 2R LB R OBIE AT RSN EIDT,
HFE ANDUTIOK IZHFRLTLIZE L,

XEHFEREZ SEL TCWRVWI-T-0I55, B IOBEE R RENERA.
XIAAYMEEBL TV 1T - (FENERDF T,

WEEFRE . 2015/07/22 0:00
EMCANTOY: &

ZpTOCnES: v w
| zovoszzs

R=T3%7:0

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



16.Ff5AUA B

BRI A B

a2 . —— — —

FX"-!l'l"@:-"l'

cyber-intelligence
la “ BE=O3RITOISI—HE

CEEY— =)

=

BENRID-BE  F2

=

A= bRISE (Seyol ) [sfee | (e

|Fve—saE|220- | 24002273 R SAV PRDRE| BAUAN JlyopyT | FuTL— iR |3 ]

tadaumisachi
naoto-wy

amii-pc
shiawass-no-tobira
nanaokazaki
angel-card
yokikoume
salon-imakana
tanekok

u-uzzk

kurashilab
fromhitomiwithlove
mpassionayoko
emicocoal

7=t | [(Zzaz-+ | [:emm] [=rams

cyber-intelligence
DREFHIA

BEHUR MNCBRESNTLVSPA—/DICHLTE. MEMRID—SCHrEY
HFATE. S8, BeiuLin. PR (-ERES. EBRSEER. Ry

E-TEREE. #3770-ZGUFHEA.

BAUR baAED

D

g

RAEOHRSUR REMOTHD Y MCRRT S

RIREE37HOH

cyber-test -

BRURDER | —ERUETHDY MOUR Moo BDESGEN
BEOUR MOIDHIP—-ENEYT

BHUZEENR | —ERULFHOY POUZ MCHII0ERED.
FRICAREQUAMDIDYENENET

tadaumisachi

! [naote-wv

amil-pe
shinwase-no-tobirm
nanackazaki
angel-card
‘yokkoume
salon-limakana
tanskok

u-uza<

kurashilab
fromhitomiwithiove
mpassioneyoko
eMicoco3

[

ERULIDOIOSES

Lt | [ zoagt |
[ srizosmavit~em |
FEEAID

5 i | (1] (4]

BRIMR MIBEREN TOBIDICHU T AT OB FITONE EA.

“RH

-Liia
PAYIN—HEE
TR
Ayt—-Tk(E
<JA0—

IDZHHTBBRICE. BRIMZ MCE RSN TV IDTHS SLHitian & Int
EROYRE FROBEEEENCZ Ty TENET,
(BAIBOFE THE(C, BRIMEERELTRORENE T, )

Fhk BRAVZA M. BERENTVBZA-NID(ZHUY M) T ULICREENET .
RERFENTVBIRAVAREMOT A—INID(FHUY ) ICRIRSEBEE.
MREDMRHAIA P EAEDT HT> NIRRT B 1 HRERBEEVNCEE W,

KIVAR—MUIET7ANVEAY— FIAVIRICRIRS B BT I7 1V DERTZ
EEULRVTCEE WY | BRIZEETIEAV- MIAVIRICRIRT EFEA !

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

33/66



34/66

17.57>71L— MFEB
-

T — MERL#EE
71 —— =)
ME B A cyber- Intelllgenoa THET?—aT)L MEEKID-BE S8
Fx—n--.:—q-E HEOIRTOISY—HE SR-MECEE [Swyol) [AkE | [HEE)
|;z|:— | Zao0—ss7rs ] sxx paoRE [ BAVR R [Jiss7eT| FYTL— M | ERRE
STYLER [ansLs( 78R | ozonons [exs |
@ A010L ) AD102 7 A01D3 0 ADL04 ) A0105 ) AD105 7 A0107 ) A010
= = =1 = 1 = |
e — | e — . em— | v v — - - —— —
| : 3
e e PR | .
i
[ s 1 [ if il = |[ =| [ = o || #RutiboTorES
AD202 " A0205 1 AD206 " A0301 1 AG30 k| zzamr )
| = I || e - | e FRUEDEIAUANNEE |
| x| ol | o |
oy | T | o | e | e | || : it ;
el | = | = | | e | -I & || am (a1 (&)
| [Ere= ) |aae ) |abe= ] [at=T] |aee= Tl furs
) AD402 ) A0403 1 AD404 ) A0405 0 AD406 ) A0501L ) AD50 ~
] | '
(i
[

_’>( NEFJ 2 TR FTHAABN T T — MBI E I 2N AT Y.
T I~ hOIERIR TOTHA IR ST QN3 L591 TER -1 QTDOMOIETE | > @Fesk | DIEICITOTLEET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



17.75TV—MER (OTY A1 23&4R)

OF A &R

alp 77X —1 (T2

-

=
T

A0103

AC104

(7 A0105

A cyber-intelligence SHEY—a Y, MBNKID-E S8
?x-"“t—"-a FEO3RITTSI—HE SE=MICES [Seyzi ) [hEE | [FEE]
|;;n:— |Zam0—ss R sx paoRE | BAVZR [ies7yT| 7T LM |33 sE [

7Y ER [ansns7ER | ozonnE (x|
@ 20101 ) AD102 T AD1D3 0 ADLO4 ) A0105 . AD105 7 A0107 ) A0L0—
O = Y O ) S — ) R —— ppp—
p=a | m=xl | mmal | m=sl | meml | ommsl | mmal | =
L e —| | 1/ |L o |l 1| 1L l= BRALRIDOTOTER
) @ AD202 s} ! A0205 A0206 A0301 2 AO30 a-b | [_zzAar-b ]
[ Y ] [ FRUEDEIAUANAEE |
| o ‘ Lol | o |3 R |k
== == == == == = = FEERID :
PR | T | T o | ol | el “Il ea || am: (e ] [¢] (&)
Tzl —=—=l—= |
& A\N&Z A0403 . AD404 ) A0405 [ AD40_45 ) A050L () ADSO ~
4] ] | 0
il
[
ZZTE AR ULIZWTY T — hOTHA & IRUET

FHAUE TA0LI~TB12| FTO23EHA. - FEFT T TEC6~12BBABL THNFT.

ERRLIZWT>

T—hOFTHA> - BRFIYVIUL TS,

e e

Bz IFTHIET. LOARSREE T
FoREMERIPENHRET,

.I‘
L)

o |

e
=

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

35/66



36/66

17.720V—MER (Qh3LF1T3#4R)

QhSAhFATEIR

[E PRI LT e o [t
F AMEBAWK 1T N 6 cyber-intelligence SEEVC oL, BENRID-B OFHN

I 7x—'|"="— 'a BEOIRTOIST—HE - bETEE [Suuol) (SRS | [dEE
[Z7a5-  |Z200-207302 | 240 pE0RE | BRUA R [Kvo7uz| 7TL— M |39 e

DLFHALBR| SHSLYITER @zoflnRE | IxR

HSLZAT

@ 2hTL-A22-E @ 2AT M- A28 O 3NSL-ETIRAZL— 0 BhFA-EDIRAZI-

ERULIDOTIOSES
Lt | [ zoagt |

[ sr.zoesavit~am |

fEEAID

g (e ] (2] (4]

FTHL> - BARFOISORBI NS LFA1T 19T ERIRUET,
[Hh3L914T19T%8IRTZE, LROLSBBESFRFENET,

ATERONS LA TOHRNS, IFEBAS LA T2F1vILTIEE W,

XIRTEOHRIOTATOADNF LA TEEIRIZO TIFA SEWERLWT T~ bOHZ AT 1 TEEIRL T,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



17.7TV—MER (®EDhDEEE)

®EDfthDHTE
& TR/ =
= = - s s - T e == =
. -intelligence ZHEY-a 7L REEKID-E  EN:
'|7AHFHA l!lGE cyber- !
f K=" =" HEOIRT OIS HE SpETEs [seaon (ree | (e
[Z2o- [2aEo-—sumiozloxcrBosE | BUAR [JwopeF TTL—MER |33 BE e
T
OFFAVER | @nausw% SzofnEt 'i%a
FEY -3 AT~
R-a—B @& 3X=a— B 4axza- © 5X=a2— @ 6X=2—
A=1-1 AZ2-2 AZ1-3 X=1—-4 X=2-—5§ AZ1—6
£33
UOFURL  http:// hetpy/ htep:f/ http:// htto
<t b |
ZOMDEE BRLDERAUANET |
Twitter®URL () Jus5-—x=
fEERAID
i HES 1 4
FacebookDURL (668 Y MR ik ] ekl
EiFoRE
Ao —ER 8= OTER &5
||
!.

DI LA TRREDS. RIS QTDOMDRTE |9 T EEIRUET
[ @TOMMDRTE |9 T EEIRTZE . COLIRBEMNRTENET .

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

37/66



17.7TV—MER (®EDhDEEE)

FEF=33avAz1—
AZ1—#
HO-JSIFEXAZ1— D% 3 ~ 6 FTHEIRIZEHNAEE T,
BIFERAZ1-EBEIRLTZE N,
X —HBEFEHNICTHOME] (MhIR-2) HADFT,
X ZZTFIHOME | ZBRUVVEBRD DX 128 ELE T,
XA Z1-OIEEYINIITHEEIFICETELED.
£&iR-UYJ%URL

AZ1—DEIRE BORZ1-2IWIUIBEOUS ) 552 AU TIEE W,
(5 : IR hTR=2 ] USH5EURLI http://cyber-intelligence.jpl)

TDMMDETE
Twitter®@URL ({ER)

TwitterOURLZANILET, (IDTEFBL URLZAALTTFEL,)

Facebook®URL (£&)

Facebook®URLZAILEY, (IDTIFE. URLZASILTTFEL, )
TYH—-XE

Iy —(CRRENBXEEZATILET
JE-S51 MaTR

IWI—CFRRENBIE-S1b (EFHE) ZANLEY,

Cyber intelligence

sHEe

&

Utsuke Labo

XHO—JULFEAZ1—(BEOBAE 3 X21-)

000

Twitter®URL, Facebook®URLZA T 3L, EEEDRIVHFRREINET,
ADURBWSEICERRENFR A,

TYR—XE

: >
—

JE—S/+&%5

woa-E

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

38/66



39/66

17.7TV—MER (®EDhDEEE)

EHRORTE
E{ROFE
Ay 4 —Bifk 58 | DJES =

ZZTlE AW —EREOTEROEERITRVED,

XAYS—EIE, #EIE980pX T IIBENHNEY . (RERERTT)
HBICOWVTIE. [980pxF ITI3R<I980pxITIDTTER T
XOJBEHROYA XERTT. (EHEDIASTEZLY A MONS O ADECRDET)

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AEDNHEE - E& - EHFEKELET,



40/66

17.75TV—MER (@7THR)

ETORENTTUS. [F2T— MR IRT 2T UET,

XTI —MRBMUFTE, PATOICREENTWBICSSITIY—AR=RITTV=T5I1 > 1Dk
Y4 RN-DEEHEREN LEEENTLR, TICRFTENTERROTUENFT,
FYITL— MNRMEIC, B TEETI\YITYT REDREMRELTEE W,

MR # cyber-intelligence
g CADFVTL—hEERLET.

LBUITNET > T L— MRS > ZOUwH LTS,

BE-oTUVBEaR. BETYIL— hZEREULRVIDTOIA Y TN FA—/ (FIZBEHUTHSBAULESL.
EBDRVWTHIY MET Y IL— NERRT AT EN TEERA-

ESETERUELT. To7L—MRBASZERUTLESL,.

5%

T T L — BRIR

T - MRBRE T OAvE—-SHFRREN5, 72— MIRBRENET.

LBUITNET YT L — NEBRS Y Z U v O U TLEEW.
s \ E.O. < =~ [ ” > ~ - x
E-TuLaBslE. BET I '\37“/7L’— NORBEETLE R . M

REBORBWTATY MoRFT T L—
EEEFRUELT, TOFL—bR

FTYIL— MORBSZETUELEE. TUTL— MSERESNTRAVES. T

ST R SHYTEADIOIERRLT o) + [F5) TEHLTH TS,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



41/66

17.7>V—MEBg
T

AYH —EHRDIRE -
PR NS I2TREURAYY - EREBIOERICEL B2 EWBSOFIRT T o e ——
PATOCOTAI . RAR=IDB[ I— AR~ R | (BB ET " e 8
= 2R~ ZAREDTHRAIDI T ORI, BHRURLEAN TR, i o
<div id="logo"><p><a href="http://ameblo.jp/__" class="my_fade">
<img src="CZlCOJEHRDURLEANS" > 7Y —AR—A
~ P&~ o RN TR %mv»ﬁ CEATETT (HTMLAED ,

<div id="promo"><p><a href="http://ameblo.jp/__" class="my_fade"> |& -1, .~
<img src="CZIAYH—EROURLEZANS "> RFGFAR| > .. ...

FLWIIUEY v httpyy URL.

{#M410000%F)

<div class="myHesader"><div id="logo"><p><a href="http://ameblo jp/cyberintelligence;”
class="my _fade"><img src="http: statbluqskln ameba bloaskin images/20150824/15/85
/fG/J/nOZOOOOSOCyberlntellluenc i div class="snslcon™><ul><li><a
P .CO N | fade><ima src="http://ci-

snet/ameblobiz3/theme;a01-01/| AT EMRURL |y ait="Twitter></as</li><li><a
href="http://rssblog.ameba jp/cy 4«ml" class="my_fade"><ima
sre="http://ci- snet/ameblublz3/theme/a01 01/|maaes/|cr-n rss_02.png” alt="RSS"></a></li>
<ful></div<ul id="anavi"»><li class="manul"><a href="http://amsblo jp/cyberintalliaence
/"><imaq src="http://ci-s.net/ameblobiz3/theme/a01-01/images/icon_home.png></a></li><li
class='menuz’><a href="http://'>11111<¢/a></li><li class="menu3'><a href="http://>22222</a>
<fli><li class="menud’><a href="http://>33333</a></li><li class='menu5><a
href='http://>44444</a></li><li class='menu6><a href="http://>555555</a></li><li
class='menu7><a href="http://>66666</a></li></ul><div id="promo"><p><img

“http://stat.bloaskinameba.jp/bloaskin imades/20150824/15/1a

Ay —EfEURL

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



17.7>V—MEBg

Jy4—-0O1EHRORSE
PRA=NESJ2THELIVY —EHGEBIOERICELVEXAEVWESOFIATY
7RATAICOTAIU RAR=SHE [ I)=T591 > | DIRER-JICEBLET .
T—-T554 >DERAIDLL T OEBSFC. BHRURLZANTLIZEL,

<div class='area01'><p><a href="http://ameblo.jp/_/' class='my_fade'>
<img src='CZICIVI—-OTEHKDURLEAND > </a></p></div>

I /- OE

SAubeR Eg i -,L:l._. eI

@ I 731 »DFiN I
FAAIORE t ENB L L OWERI

* 7
nx-wa
g

’ 75974 »@Eh
LT

[5 FOZITATZN—Uee B E, RITRMEENT I L ABEET,
JoJEm<

(]

EF0 RN MR

ol

FPLORARKE

o

wont e

FUTIORE

e

ouE-w2

IS aA UYL FU—TSYA

et
RS

SYTEINLT
R

BITEAET) . AAMEER
ﬁ)\!& FTIACKDT, THROBENLIRAVHD LY, 5506 WO L TERESEC L TR EW,
. BN3T,

02T,

CEWERET OB 8T,

7~’75"nf'&'¥-? P

<acript type="text/javascript™s

var my_tooter="<tlv class="skirFooterFrama’<dlv clase="skirFooterArea=<dn
class=skinFooterMerusal dass=ToolerManu's<li class=menul sea href=hilp,//cybar
intelligence/> b 77— e/ a/liz<li class='meru2><a href-"nttoi//evberintelliaence/> =
X Za—1<fax<]lixl clase=menuz’»<a hret=http://cyberintaliigence/» 4 Z 2 —2</a></ll>

<l clase="menud’sca Fref=http //cyberint=llioence /> X = 2 —3c/ase/lis</ul><ul
clazs="znslcon<li=a href=hittp//rasblog.ameba jp/cy berntelligenca/ras20 xm!’

class=my fade>amg sro='nttp://cr-snet/ameblobiz3/thame/b09-01/images

/10N S8 02 png’ alt=RES sejasfllse/ U</ dlv><dly class=skINFootersoays<dn
Class="farea><div class="area01® < pa<a href- hltp ’/ameLm:qu/ :ybm-ml&llluerrp.

claas—my fade’<ima src- o

7\y9—l:l:|‘Ef%
URL

ruoDyhoD‘/naht &copv «<a href.
TS x> A«fa> All Rights Resarve

ence
[T A= ame

="
varr bin= «<div id="reader btn'»<a href="ntto://blog.amshajp
/raaderdo?onm=tarapany >«ma sro="hitpy/,/ c-e.ret/ameblobiz2/theme/002-0 1

fimages/bin_readerpng” dass="my_fade"></a>/div>"

$ifunctior(l

0 e 1275

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

42/66



43/66

17.7>7 L —MERK
T
X@E 7yJo—-Reld?

Ef§ET7vI0—- RF3IC(E FTPEORMENUETT,
212U, SRy IO— RIBERIFENEFEZL(EHDFEAD T, 7ATOO7vIO— REEETET D BIEET T,

FATOLEL R®EOAUE FAAUORE ER AR FPAIDCERE PAIOEHL BRZIXUE FIAIOEE TR~ DRE PATOORE background-calor: {ramaparant;
_ ) FOS Ay A
»FHADDTB S ) CSSOIE VPO T » CSSOIRE. (O Ay
ok
MM Lo, end ot cmpatefBfaces 5
2 S04y iy A EEERI TSP 2T . ackground: ur CHA t t .| c2.ipg) mo
ARELY FF (AR AT TR, DR JOSRERSLE SO LSRR TR Ereesat center 0t
A,0020%) !
e . /% =kirHeadsrhrea FAS~ ¥ —@lpT!) 7 3/
S— . . IAHTY A oA E - HERFESOEN By b A | PR Y S pd T ™y S VO
FOGF A - ER O8N P
2rILEEIR | FAIN ZyZA=f Lot
AR | FRENTOE A | FoFa—F I Sl (o pradA. 1 pa At
. haight: 417
= S0 s )
T T T s 18 gl m BN ) & PoTO-FANGES i
8lodtexdingirowdres 74 b Ib ERERSEI T 7 +f
_ LakinBloeadinutroushreal
& n + - ———1 !l:ddm:'ih 00 10pei
— ;
. NDAnE- N ETII P
Gu — — o hinlitledres JOS9 1 DT of
- LMD ~ LskinTit
| == o e ?:ddlnlnrh:l:g::lm-
/% skirDascriptiondres FOSOIRAT Y7 &/
hasder pg skinDezcr ipticnraa[]
REENE T
T ANEN) - [wsta@zron -

OCSSHREEmE ([ JOJTHA >y - 52 FEEHROEN @7yIO— RIS T IRECOISREMEICIRBDT. OREIC. BEULEWVEBROURLEEIRL T,
H'H20T. O FOI PyTO—-RIRTZIIILET, [COEGO/CZ DT OURLES Ctrl+A] TEIRL BED{FIFET

[Ctrl+ClTaE-UET,
EEOEEEEAT. [BIEIUWILTEZ W, INT. BROELVEZ[I5E T TY,

T T LS 7yTO-RIRT>=IUILET

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



18-:!!

BT, PAYIN—BEE, Ayt —IREH/E

0O TCo/oJ0Rs) MER0JOI%A+y 7

ERNEEE 1 5[ # ~ 3 3 B
(B8 TEALLRACEAENET)

TA-1FI2 - o “
. X 2% 0 1™\ cyber-dev Lri—plEiss MENKID-E (F5:
?X""*"' e Wil »xranzeerxss1r—eumss Souo | |2k | R
IA0— | 2A0T-ASTFHUR | BHUAS ‘/(197/7\7—/71/ PMER (3 |
Bas. EgjLw. BETAD-RE
| 7 % BULEHRSROTOHERFYT
EEEFHE. PRY/I(-FE Avb-HRESE
| 7 % BULESASTCYERFYT
O (BRCANTO0) FEERO IO ERS YT AELEDEISER .
A= | TORM—bH

¥ meERZY s @ERTEINHEAIDEAFy TahEy)

ERUEIDEBAIR haE

EEMID P

FTEAHNELD ?

[TEBEUIEETB(CFIVIZANDL.

BESERFEMEVI DI T. T2 BB THREBIROT A/ —F5E, X

BRI R ESN TVRVWIOIREFIREIZD T, JWROIOJ EAIREIHTUENET,

t TEEEFUIEEURIBETE, L0 4 0TV TREFEREINET.

AFYIRE

[IBKRUCADT DY IDNFERFOTOIERFYT’

BA RN —CBRUCADRRIRWIT DT 22 THEERFYTUET,

(2070 OFRE INFERROI O 2AFY S

BARN-(CT DY OFEBERRNBVWI DI 22 TEEAFYILET,

‘Ixxx|BY BTN DI &AFY TS

EHEEREMNYEUVERLOFIOT D) 22 TAFYTUET.

Ay - ERITVET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

44/66



19.0%9

A MEBDANE I ¥ 6 \ = h— CES
P A=l (il 5o

[Zac- [zaoz—xsroz|Bsuzn [iworeT | 7oT0—hrm |2

0J05T=I I IBE.

[oyber-dev]
[cyber-dev]
[cyber-dev]
[cyber-dev]
[oyber-dey]
[cyber-dev)
[cyber-dev)
[cyber-dev)
[cyber-dev]
[cyber-dev]
[cyber-dev)
[cyber-dev)
[cyber-dev]
[cyber-dev]
[cyber-dev]
[cyver-dev]
[cyber-dev]
leyber-dev]
leyber-dev]
[cyber-dev]
[cyber-dev)
[cyber-dev]
[cyber-dev]
[cyber-dev]
[cyber-dev]

2014/01/24 15:22:56:
1:
2014/01/24 15:36:02:
2014/01/24 15:36:06:
2014/01/24 15:36:00:
2014/01/24 15:3
2014/01/24 15:36:
2014/01/24 15:36:21:
2014/01/24 15:36:24:
2014/01/24 15:36:48:
2014/01/24 15:36:57:
2014/01/24 15:37:41:
2014/01/24 15:37:45:

7

2014/01/24 15:3
2014/01/24 15:3
2014/01/24 15:38:41:
2014/01/24 15:38:45:
2014/01/24 15:38:46:
2014/01/24 15:35:48:
2014/01/24 15:38:55:
2014/01/24 15:32:00:
2014/01/24 15:39:05:
2014/01/24 15:39:00:

091

IDRE(SF2I(FAU—1%8)

EfRe OXT WD

Efnry xEp ARID:
EEd OFET NED:
: BB4 OXT MEKD:
BB ORT NRD:
BEVS OxT NRD:
B8RS Ox7 N|D:

IDRL(EB R T0Y)
IDRELILG 1 LTLNRA)

: BEVLR xR TISID @ mi-cood

\ = MENKID-E R
I 7xTOhRETLRFH A —@uBEA Svvai, | |emms | [ |
— |ptiggSydbag? "
EL rieko-no-kanzume
nincfatheril
O || |okams1
S 24b7utatd7XC
:::::‘::i i mayu0201301
makimakijunkansatsu m'.::ige
taisukekmft2 niconail-nakamegqure
mmdisneymm ryadiet
L‘;’;‘;ﬁ:’s‘nc mihs2010
Bgh7-0— OXT #FRID: gossip-giri-tokys rk::‘:m3
E#TA0— ORT MKID: pabogattun oyama-0o
s =
azR=n || zsater |
. BEBVWR ORT NEHID: 19820125553 sRLToTRAUZ IS |
: BEELWR CFET NRID: jerrybeans-mst
: BEEVWMR 0T NERID : dallycelebntydiary2
Behwa OxT NEID: mayukonod = il
EghR OXT NHID: ninc-aisitensyo-jun fFRMID {15 0 B L
EELWR AR FHID : sincersles
EELLR ARS FTFHID - wannagotouss
EgL <3 TIRID : queenschaki
E#L CRET NEKID: chairs3o
Efwh CRT NE&ID: kyoukodao3
BBV OFT MRID : l097xK4287gw
BEODIERS

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

% Dropbios
& Scrbrre
& 9a-F
- T
L SERTLONN

| FANT

B 101t
© 1:43-5-08
® sayuE
B TATaz-
W FAPNIONL
® #ot7-0k(7

4 arebobng v
M@oma

T b+ POy D-MU TS (C] ¢ ProgrmOsty » cemetzk + by vie! | lmon® )

i sEEAD & O &w

2014F 1705200217088, b¢:
ISR M2HSIT
J014F 1R 0FIMIIF 10N et

Ll 20148 1R20520M2054982 0t

| MBI v
[ e iReE s at
1 0142 IAMNELINGHLITR M

STLIRISE LN 00

L} 2014E 1B 1m0 #2909 ot

2014TIAUE I NHB

SEIPA-NFIIERE THSITOMBN —E TR RENFET.

XETPAIVE DRI V= W) 328 FerENTWBO) %, TFAS
IV TRIFIDENERET,

Fe BEODTER DI WITRE. PA=NFIT 2B ALTHS
VWEETOO) %> TRIE I B ENRIRET T,

XTA=NFIIPEBCHE T URHIIZERER. DT GEENRE
= SNBVIEEHNTT.

EnEe (-] i 2

2130

il
"

45/66



20./F52AIDIKNYI A

3

hERE
n7=u-

ZILEFID

DB

A M EB A

b o |

FATYR | AR

DR

DEEEE  So+Lo(BRES)

IDIEEFL

e

# cyber-intelligence
gl BERO3RI0J5Y R
~a ARE(IL2(E) | LU FESE | EELLSTUA

v| omum 500 B &

3 EREVNR T LT<hEARRE

Yr-buzEs

PRY L

REARID-R #H 085
Sruzl | | S | R

entamech2 ~
nazonataijinn
makimakijunkansatsu
taisukekmfta

mmdisneymm

aso-arashic

gossip-girl-tokyo

pabegattun

max-ross

ninofatheril

gk4m61
24b7ut9td7xc

AIA—F IR~

BELTIDERS UAMART

ARAID #:

entamech2 -
nazonotaljinn
maximakijunkansatsu
taisukekonft

mmdisneymm

Joke-sexy

asc-arashic

gossip-girl-tokya v

M URIDE, —BMICREFELTRELVES. A FTOEERARYIZD
[l IRG>=IUy95E, SMIBHRID—BEOREH, FEZERRYIRIC
JE-2ng.,

Fle AEZERRYIRDN 1 IIN9>% 7w T3B2ET, HI—EAIEIIERID
—BICRITENEEEY.

—BFHCIDUR MARTFL THELEE(C, TRIAT L,
KYTNITTRAET $BE. AIBHRID—ESLAFRERIRY IR FZRICRDET,
[TOZR=NIRE>EI WITBE,

. UEMRID—RICRRINTLBIDD—E%
TFANTPANEL TERIFS BTN ATRET T

[ 2R=NIRG &I IITBE.

[ IO ZR= N ICdD TRIFUZTERN TP LS
I RID—EZBEFHADIENETRETT,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

46/66



47/66

21.AV—bIAHRAMebaKING2
S

AN—hFIAYRAmMebaKING2
BEEmLTEDFLE BARROAY— NIAVROT7 TV REEZFIELTHENET,
LYY —-RENEIPhonelR7T VA FOURLEDA > A ML TWEEFETY,
https://ci-s.net/amebaking2/iphone/download/

RZAT7WEBLTFOR=SNBTEVLEIFET
https://docs.google.com/presentation/d/1L40dj2_uhhHSn7MZghOOdhIkRLG4t93KHAtNnK80270U

iPhonelRDZFIAICIE. PCIROZZEZKI DA, iPhonelRSA Y ADTHWANBELRDET,
iPhonefRDADFIARTEXEADT. TIERES V.

iPhonehRSA A I T DR=JIDTHEALIZEL,

http nyww.payvpal.com/cgi-bin/webscr?cmd= s—x

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AEDNHEE - E& - EHFEKELET,



48/66

22.FH-zEEE
e

BIERICEO T RR—TUBEDOMREZHHUES W,

1. EEEDO—EPNEEICEELRV. (RY. WLWRHKRTEIRE)
OFA=NF2T20EEICEBRIERS AT LT —AD—EFHIEIEL TORETHEEN CEVET,
=)W EBIEENTD. FXA—N\F2J2%BAVAN=)L T2 ETHREINZATREENTENET,
— FEESETHEINRVEER. [EofzeEE(InternetExplorer®s&iE) I T Mo EE IS ATLT—IDIUT) 1HRLTES W,

2. 7hU>NMcOI1 > TERW,
2.1, 091 ORIV &IBURE, RHAHFROFFIEENERD
O7XT0DY—-N-FREOR N TENET,
=JSUYNSTATOCOTA L. ERTEZINEINTHER T L,
OLRICHTEFSBVEE. 1T VINC IO TEENTOVISN TVBRIEEENCEVE T,
SIRR=SBEDIEofzeEE (TFaUT4VIMDETE) 1=HHLTEE W,

2.2, 1094V ICRBMUELE. IELWIDE/RD— READLTCEZ W, | ¢EFRREND
OABUTWIIDICEEON BRI REMNSBDF T, e, NAT—ROBZEZITOIIZE(F PA-N\FII2(CBEFRUBEBIHEHNTEVET,
SITHINATT, OJANTERVIDEEHIBR U, [ 7ATOTHIS N T A—N\F202(CEF MO BEEHRUBELTTE0,
—=IDW/{ZT— RICRDBAR-ZEN A TORUVD AXF /NI FIFEKAITNTOIHTHER TS0,
O_LERACHEZEO_ L TEOTAUNHERRVNGE S, SZHOTATOTHV> MHHEHIBREN TOBRIEEENCEVET,
—JSUYNSTATOCOTA L. BBORTRENTEINEINTHER T L,

3. PA=NFOJ20RENEFP, BMFORPTIS — Ayt —IDRREN, LFOTUFS,
3.1, BB 7TV — a3V 2 EBE T EF A PIUT— 33V DAV HICERNEDETTE W, |ERFEND
OBEVD/NYVIZOAETRESHIREL TVWSETHEIENTEVET,
—IRR=ZLABEOI RS EE(S(ZRATLT —IDTIT) 128U IEE L,

3.2, TOMMDIS— AvE—IhFRENTNS
OFA=NFT20EICMBRIERS AT AT —AD—EBHIFIEL TOBATREMEN CEVET,
=)WV EBIEENT D, TA=N\F2J2%BAVAN=)V T2 ETHREINZATBEENTEVET,
- FEFETHEINRVEEE. [EofeEE(InternetExplorer®s&iE) I T W e E (S ATLT—IDIIT) 1HRLTES W,

INB/ETRIFERD L. BRI ECRVBE AL PA-IF25201 HR— MITES | IDBRVEDECEE W,
X [HR—NITES INSBRIVEDEVERKE, IS —BRACEREINETIOT. FBRNIBRBaTEEEN TS VET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



22.FEE R (PA-NFZH20N-53>7vD)

FrA—F T 20—V a  EBH &
PA=NF2P20k LICHZOTRIWITRE A2 TAX =201 ROBFRRENET,
A2 TAR=23YIORIDTA=NF>F20000A(C. N-aV BRI EHINTVET,
ICT 0. PvIT - MEROFRF/N—-T3a>E BAON-2aohEUTHNIE

WA ZAR=IENTVBEDONRIREBDFT .

FPrA—nR_% T 20BH /I A—aVEAFTD

REON-Z3>TE TA-NFJ 2% T2 BRIFN-TIONH3BEEBEENICEHREINET.

JWVIDOERERECLOTE BEMICN 3> Py T MTONRBLCEN'BDET
ZOBEF UTFOURLIMS PA=NF2T2%4A VA= LT TFEW BFRRN > AM=)LENET.

o g2/

o @

..... K1 N0 CHET= o7 WEHeID-B  FE:
ot & L w o o Rt e e [
oz |oae |ss [msomwn  [EEe8 | REXFVA| Zrsa-mE vt e

PATOFIR

..... X1 % e
- | PR E =
Fx 1iu-';1t¢ﬂh¥%,=r, IL—-+REBEOTFRASFTLILE, (ir2049) 5

FAIOOHBZTBEHS A v—VRSREOTRAEETLELE, (wr2048)

N PAZOOHBRTPLES A v U - VRGREOFRSCEELRLE, (Wr2047)

PAIOOHSEBEFSTY L - FFRREOTSSEHESLALE. (W 2046) ToARD
5 T
FAIOOHSTBL FOSAFROFRSEHELRLE. (vr2045)
EROEIS |
{ yrightic) 2011-2014 Cyber Intallgence tne All Rights Resarve —
FxZaay
PRAIOOEEEWICHS Xt —SEEBROFRAEHEL ELE, (Wr2048)
7 A TOOHHETWI S Kot — SR ESBOFRATT L&A, (Wwr2N47)

T N ——

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

49/66



22.FoJeeER (TF1VFT (VT MDERE)

OJ AV TERNERZ

BEVD/NVIUATADZAR=ILENTWBIAIL I ERY I M FIUFT VI MY, AmebaKING2%#T 0w U T U BIREEN ®HDE T,

BEVOIIV A ZRYITIDFETENS . AmebaKING2DT O ZERERL TZE W,

=M1 -2yMFIVF 12 HEVNDIES

J= oA -2y MeF T OFRTEEEZBEVTREW,  (FRYMWTEEOA T (CRREND/— N ORIV D5RITES)

[EE 1>y bD=) 17095 AHHHONERTE + |FTREIL. amebaking20 7/t 2% [ FF0] 33 | (CEEL TEEL,

LEERENTERULS. LT OREESEVLET,

1
2
3
4

NERIE =D

. [ BENMREE. SONAR, F7>0—RADFUDTOZADWEENS BRI BIER 1O FE 12007,
EIITI IS 12007,

BRTUTOIAAIZER,

T0J5 W&

B OTOIS MRS bAZS - R b PP CARERFRLET .

RE 05k FORR

4 Internet Explors: = = -
| = = L:';‘('ozfa_r?ﬁesr‘.'.nt_a-ne:boo‘erwﬁ. hove.eue lﬂﬂ?e '

m ameb s =
€& v AppData¥ioca [ﬁ;hé ‘

] =11 v
L EZED -

s
BE EMOEE

V/ Norton Frtl p-t]

ro-alLs424 (C:)1-=>TUsersl—=>IHFEVD/NVI>OI1-H—% |- AppDatal—TLocal |=>T Apps]—12.0]

% AppDatah'ZFRENTVRWEE(. [26.FoizeE(E FELIANY—DRR) 1&2TELEE0.
X [O—-AILT 425 1%l Users | (FZRTNEDT — AT EVET,

5. B7IANAEEDHBICF VIR ANET,

6. OKIZIUWILEY,

BUTF OFSTE(F. PIEERA LI HREVELET,

[EFRR ] =IO 1917 E | >TiRE | > [T+ 1U7(BREEE] Ol amebaking2.exel O 34l 1 = [T71 )L 1 > 5+ NEREEE] O LIE |-
(CFIUTURIBROMFULEE] Ol 0T ) 2185t | - (B DETEE] Ol COURIZSEOAFvINSIRATCFIvILTI BV IZIUYT,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AEDNHEE - E& - EHFEKELET,

50/66



51/66

22.FoJeeER (TF1VFT (VT MDERE)
-

AT AU TRENEEX
BEVD/NVIUATADZAR=ILENTWBIAIL I ERY I M FIUFT VI MY, AmebaKING2%#T 0w U T U BIREEN ®HDE T,
BEVOIAI RV INDETENS . AmebaKING2OIOw = EEBRL TS W,

J—hN>360Z2HENDIBE
J=b>360DFREREEZFHVTEEN, (FRY MWTBEEOA T ICRRENS/— N ORI ZDSEITEY)
[FE 1= TrA7IA=I 1=>TTOTS LIV IETEEIL. amebaking2® 7/ 2% #FR] 92 1 (CEEL TZEL,

Nortoa ntemet Security

N 2rFaa-n

-~ 1 SYCAFY FATPHTF-h | HEET
i ek, AL OTOIFLNRELA 5~ F4 NIRRT RIERILES
2 ; e vt Pk \Brhri FAITE 14 |
: ¥AopData¥Local kaawe |
E o |
FRBENTEELLS, U FOREEHBLET, = m e —
1 TEREI1ZIWIU. [INZARHR T AF v EURD 12T I T3, ’ & |
2. [EEMRE. SONAR. F0>0—RASFISTOADEENSBRIMIBIER 1O FSE 1277, 2 bE e ABORE
3. BILITI IS &0, — coon ey L
4 . 2BTUTOIAIEER,

ro-alLs424 (C:)1-=>TUsersl—=>IHFEVD/NVI>OI1-H—% |- AppDatal—TLocal |=>T Apps]—12.0]
X AppDatahtFREN TVRWMEE(F. [26.EofzeE(d (BLIANI-DFR) 12IEEE,
MIARa—LIT ==& TO-hIT1ZAD 1T Users|RE. GRINNEST — AN TEVFT,

5. B7IANAEEDHBICF VIR ANET,

6. TOK1ZIWILET,

BUTF OFSTE(F. PIEERA LI HREVELET,

SREEE _EEBDIFRY | =T tF1UT1DEEEMRR | — EEIOI #F2r 1%2 SONARSES) | Z X Tlamebaking.exe | Z&RU.
ERIOHER I UIRD[ AT 3> 1 %0 W =T8Tt 1 =)= COURI S ED AT NSRS 21 CF v LTI EW &I,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AEDNHEE - E& - EHFEKELET,



52/66

22.FoJeeER (TF1VFT (VT MDERE)

OJ AV TERNERZ

BEVD/NVIUATADZAR=ILENTWBIAIL I ERY I M FIUFT VI MY, AmebaKING2%#T 0w U T U BIREEN ®HDE T,
BEVOIAI RV INDETENS . AmebaKING2OIOw = EEBRL TS W,

FPRAN N7 FOLNAEHENDIZS
TIZS 1R 7O F I/ AOBEE RV TSN, (FRY MNWIEEOA T (CRRSNZ7IANORI O HSRIFET)
(F29 bwTEmEDI Avast Free AntivirusléWs3a—Mayhasd I 93 TERIITET. )

AF 1 NS DR ﬁgﬁg}ﬂ;ﬁ
BB P BT RS C3
: @ 3179 7
E-@ A A0SV
S 13- 8-
EX R = E!:‘ fua=h €
o P aoy e
. - H ED dell
5155 S B B0 Intel
] HI-[] | My Baokp:
. - - B.D Frozram Files
- 1 H Lo a Frogran Flles (E6) =
“- i EJ -0 FYSEraDity
BT 9 gg Ardows
R 1]
I
1. 5 LowEDY-7 ([&E]) Z9UWI0. sREBIZRERT.
2. [BERE | ST IV 2T L=V RIOTHRIRA X1 &I WILET,
3. [R50 OB >T S8R 120Uy,
4 LUFONETT + 1%27UyILTIANGEBINTUVE, [2.0)(cF 199 ANTI OKIZS T, e
[RUZ—L4 (C) =T 1—H— >l BN/ IS 0I—F—% - R — —
—[ AppDatal—TLocal I=>[ Apps]—[2.0] | ] o]

NKEHRTERY2— A(C:) JERITOWEI A, GEIC(C:)MITNTVBEDEBINTEZE W,
¥ AppDatahtZFREN TUVRWVME AL, [26. oz E(E (BBLIANT—DFRTR) 1 &2TEEE,
X ARYI—AIT 15— & TO-hIT 1R 1T Users]1BE. ZRINEST — AN WVETD,

5. TOK]Z20UwI33,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



53/66

22.FoJeeER (TF1VFT (VT MDERE)

OJ AV TERNERZ
BEVD/ VIV ZZAR=ILENTVBIA LA RV TP F1UF VIR AmebaKING22T 0w L TLF I RIREHEN'®DFET
BEVOIIV A ZRYITIDFETENS . AmebaKING2DT O ZERERL TZE W,

DAWANRI—-I50 REBENDIES
DANZNRE -5 ROREBEZBNTZEN, (FRY MNTBEEOA T (CRRENZIIIN AR —DRINSHITED)
(729 bhTBEEOT IV RINZI =D 5TRIEVSTa— My TV T2 ETERIFET . )

DTIHRANR T~ TFDL., IEa—FoFmRE ® - x

WIANEBETUET.

"'Jle ;U],,,) ST = TR ST 3T SRETEL
A=WON . P =

=+ = o — L
T et el R %;'” FEZA TEANIT AN - 547

FISHETE

m/ /ZTAliﬁuiéntb\ifr

COEMEEROENRER

Fr o —ARTE
CrEmESDE U

§ Surnemzsssome 3 rene sAromEEET | ox |

1. WEOY-7 ([F&E]) 2700, D19 -DREREERZMHEET.

2 TSR 1T TPV TANS I THEM I &I W I LET ., wRoem
3. TEEGENITISRIZIW, PRl Ll
4 T OIETTANSZBBNTOVE, [2.01R8RUTIOKIZIU) . E2

rO-mL542% (C:)1-=TUsers]=>THFEVONYVI>OI-F-% |-

[ AppDatal—TLocal|—=TApps]—2.0]

X AppDatah'F RSN TVRWEEE. [26. oMz EE FRULIAY-DFRR) 12TELZE,

X[O—-hILT1ZY 100 Users | [FZRTHNEDT — ANV ET, =
5.TOKIZIUWILTHETUET, . -

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



22.FoJeeER (TF1VFT (VT MDERE)

OJ AV TERNERZ

BEVD/ VIV ZZAR=ILENTVBIA LA RV TP F1UF VIR AmebaKING22T 0w L TLF I RIREHEN'®DFET
BEVOIIV A ZRYITIDFETENS . AmebaKING2DT O ZERERL TZE W,

_ BRETRAAL—T AT MEDTIERN, BT IDZTLAI-5-ERBLET,

HARNWRAF— 19—y EF1UFT12BEVDIES
HARIVAF—(CEDT PA=NFIT203ZAF LT HHEIBREN TLBRIBEENHDE T,
FIUL. [26.FolebEF(SATLAT—AIDIIT) IO 6 |IOIEEETEITOT T,

X ZZTl FRETA=NF92%A D AR=ILUBNT T E0

(a NAARAE— A 5—sb CF 2T
./ iE
ES

BEVD/NINCTA=IET 2D D ZAR=ILENTUVRLMREET,

HARIAF— A2A—Fyh FIUTA DR EE

EERVWTEZV. (TR NTEEOA FICRRENIDARIVAF-ORIH5RITED)

BEE FOMEREIZIWILT, £ FOEBOLORERRMEELS. [TOT723V I0BEDAYF AL T, IHATILTTEL, (BEHRIFEHDIRETT)
TOIREET, PA-NFII2%A VAU, SAEDRBFFEITOT T AV, CCTIERICRE TERILEEIELELRS, —E. BUT T,

ZUT BUBZRILAF 2T, FOBBROLICHEEEIN 2AIBZBENCEITIZIOFI3/%IN T, TOFI23>2BICLTTFEW,

T07953>

23

BEONERZ

E#=ET

CONR—IDMET S FEFLRVES.
RONR—SDUNBEFTROTEEV

> -
KASPERSKY

[=]

ZENE . EEOEE

ZOH., TA-NF202%EHLLOETRE AT OEHROLIBRERRMENFT,
CCT. 551U, EFEI2ATS T MBI 31530\
[EFRIg 21, BB EF ] IBDLIRNI =2 WILET,

X BEEEERRRENZENHDET,

ETOESHEE CFFRII35IET
TA=NFT2MEFRTRECRDE T

X CZTIHETUIHSHIBRIZIRE,
RIS ORI > %7 S L TUESE.
22T LIV HEIBREN D,
PA=NF2)2ZRENTEER Ao

RO UL TLFoIiZE
COFIEZRANSPDETHENGHDET,

X HARIWAF—ODN=Z3UCLOTE
FN—EPRBDEREMENHDFT

Vo EE0H3YINITIEEO, BBAE
fFRLTLE T — 2 BARAILELE

&5 : amebaking2
FIWr—33y 1 clusers\a.42e7f61\amebaking2.cxe
& - PDMTrojan.Win32,Bazon.a

FIIr—33/5473%

SEBHETTE

AL, EFRTEATTIOMCENTS ‘

ETUTHSHIRESS

®

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

54/66



55/66

22.FoJeeER (TF1VFT (VT MDERE)
-

HARWAF— 125—-2y N EFIVT1E2HEVDIES (2D 2)
DARWAF— 129 —Fyb FIVTOREBEZFENTZEV. (FATMWTBEEOA FICRRENINANIVZAF—ORIHNSBITET)
EHTOMEREIZTWILT, £ T OEEROLSBRRIFMEEULS EAZ1— O 5l 12300 TZE L,
RICEAZI— ORI BBEEBRINIAN 12U T,
BT OEGROSSBERARNTEULS. [EREIT BTV —2a>OBHN 1 Z#L TTZEL,
AT OEGORBRANMHETOT, BN IR ERU TS,

R AONIE = IR CFTE KAJPERIKY1 A % DAANZE— A5-Fob BEVT KASPERSICYE ? = X " DAANAE— {350k EF2F4 KASPERSKYE T - x
) © BREREAUAFORE o RN

V. aNT27T a7 —2ay Tl

By 7o Qo

f
Q

woras: || @EIBPTVI-33Y

8

R0~ PR AN TIL RSN Ty AREHBTTIS20r

I~ B oHB
(O]

92

& g

B}

am

T OEROBRRERRNEFIOTIamebaking2.exe) B&IRU. [IRA IR &L TS,
BT OBGRORBRERRIEETO TR TICFIvIZ AN THEINIRY > ZIUTIZE W, Xamebaking2.exehE#&H 3555, £THEMILTTFZL,

" DRAARE- £2A-Tab LELIT KASPERSKYY 7 - X% ¥ MRANAF- 129-37h ¥y KASPERIKYS T - x
« | MEECRAUZ MORE © BRIEHUANDRE
WIS —ns T y AMTTTI V- vm ey .
- . SIS — ., R ]
wTst7s| X1 201y o X 15"\0)/\—7(;%';1:353'

(&) FIVr-33v08R (+) EEIBFTYI-33Y
|
| amehakis

SOF TR
v ey

g

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



22.FoJeeER (TF1VFT (VT MDERE)

DARNAF— 129 —2Yb EF1UT12HEVDIES (ZD3)
amebakin2.exezE TBIITES. [ BRIEBRIMNANDRE | BEIHEICREDET .
RETBRIMZANDOEIR | #HRUET . X T OEI5
ER T OEROEBRFRRNMEESOT., BRI ZRUET,
AT OEGOFERFRNIEFEFITOTI SR NI 2 HUET,

W RACNRE- A25-Fob 2T

& FERREIEAUR POBE

o T
v SR RNCY
WIS T

& RARUAS- 1253

- BEZENUAIORE A GTAASRI I

KASPERSKY

T3-S TR IEEORS T TR FA AL T 2T .

~AEARARLET, WL ER SRR A 1~ -0 - T AN B F VSR NE

E T OBESOBRBRANEFTIOTUTONETIANYZFNTWVE, 2.0 IZRIRUTHRAIRI > E U TR,
[O-hILT42% (C:)]—=TUsers] = HFEVD/NVI>DI1—H—2 |- AppDatal—[Local | =T Apps]—[2.0]

W DARNAE- {29-Fubh EEIUT

« RELBAURIDEE

WY S4TSR

KASPERSKY

v BHURE

i
| BALRE

XAppDataFRREN TUWRMEE(R. [26.Eolze&Ed (BLIANAI-DFR) 12ZEIZEN.
X[ O—DILT1RY 10l Users] (FERINNEST —ZANTEVET .
AT OEGROERBRIPEFITOTHEM 2L TLEZN,

o BEUF KAIPERLKYY

P

AFrULBWIFAARERIANT -DRR

wf

)

NAANZE- {9 43) U325 KASPERSKYE , x
& EMLRAUADRE
[ =)
°
| () waosm
e i e

TrATTIAA- ¢

W NANAT- 252 h BFUTA

& | SR NDRE

BOTSA7S170%E
muvies

KASPERIKY ? - %
vy AP |1
= o|
(v) ol
EORAT—BLE I L~ ETS
FrABEAETAAY-
e
275301
A
VI (uam 17 27em
Yiuh
T

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

56/66



57/66

22.FoJeeER (TF1VFT (VT MDERE)
-

OJ AV TERNERZ

BEVD/ YAV ZAR=ILENTVBIA LA RY TP+ 1T YI MY AmebaKING2%2T 0w L TLF e RIREEA®DET .
BEVOIILAIERYIIDFEENS . AmebaKING2DT O ZARERL TTZE L,

YhI1—-EHENDES
NhI4—OFREEBEZHVTREN. (FRYMNTEEOE T CRRENZIN I — ORIV ISHIFED)
[E%7E - #RE— B | ST TP AT UA=) | =T TOTF LDA A — 2y NMEFT | FTHEEIL. AmebaKING2ZERL T,
[REE IR VEARL. [ Ry b — R 1 ZERNCEEEL, [RIFILTZE W,

DAIVAEF1UTAZEROZHEVDIZE
IMVALF1)7(ZERODHFEREZFHVNTLEWN,  (FRY MWITBEEOA T ICRREN BT AEF1U71ZERODRI NS RTEY)
—EBNSIRERAMRIONERETDIBERLTTE,
J0J5 h—Eh5amebaking2 1Z3#RL. [ERE |ZBIRLTTF &L,
[POCADFFR] IDED A28 -2 MNTITASE B ICENEDIIT TS0,

XBEVOTF1VT1YIDON-23UT IO TE, —EBFRRNBRBBIGENTENET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



58/66

22.FHoiEEE (Windows10THEEILEW)

| ¥ BWAQCOMO.7AB

w-l = =7

&« = T » PC » O-N A7 (C) » 2-7- > [ > AppData > Locsl » Apps > 20 > TW3SI5K3NN > BWAQCUMO.7AS >
1. FFE [26.FoeEF FEULIASI-DOFRTR) 1OFZEZITEOTTFE, @ Onedive o £n ’ Ewen L AL
% BHCATRO TV BBAREBDER A - e e s ST
ey 018/05/29 10235 L 415

2 ORI TPANIOZATO-5—%BEE,
[PC]—=TWindows10(C:) = 1—H— 1= BEVD/NVI>0I1—H—%& |- AppDatal =l Local | =l Apps]—=12.01 EVIIBT, JAILF%FEET,
X [I92T0-3— 1 29— NI ERIUWI %S ZE TRIKCENTEET,
% [TWindows10(C:) (& TOS(C:) Il O-hILT420(C:) 1. [ 1—5— [(Fl Users] BE, IHERICLOTRRINERBHZENTSVET,

3. 12.0]OTANADHIC, [ DatalEWSTANAE . BRI BBROEWTEFOFES| 1 TALS (F : [KAONIEGH.VE3]) 1 DBl EHZHNEBNET,
20, [EROENEHRFOES | OTALFD. [EFHAE INREFHULVEDEFRVT TS,
X BZEIZEON 1 DUNRBVESTHNIE ZNZRANTTFEL.
[EHEBFINFTRINTURVMBER TPIDBRVREEID TEIWIL. [FRoR =T 3l 1 BERUTT 0,

4 ZOFFIANAIEFVTLKE, [manifests]EWVSTALGE, ZFRTameb...exe_b66:-- IHMSIAFZTAILAS .
Ffz. &I T ameb...tion_b66- - INSIAEZIANINE TRINEBVET,
Z0. [ameb...tion_b66--- 1OTAIAD. [ EFHE I FNEEFHFLVEOERNTIES,
FHEOTA(I>0, [amebaking2 WS FERE I 75 —2a> JICB2TWB TP EI T IWHILTFE W,

42 amebaking T4y 21KB
{j amebaking2.cdf-ms CDF-MS J74 )1 6KB
‘& amebaking2 FIV—3Y E—

CDF-MS 774} 13KB

u amebaking2.exe.cdf-ms

[j amebaking2.exe.config CONFIG 771 5KB
[j amebaking2.exe.manifest MANIFEST 771l 9KB
[ ] amebaking2.manifest 20 MANIFEST 774 )l 3KB

5. [WindowslCdoTPCHHMREENFU |ERRENS. BRI 2T WILTHSIEIT 127 WWILTTFEL,
TO’. SAEDAOANZERDSFIN, CCTRERANES —EEEZHAUTTFE,

6. TO#E. TR MIDZa—MyhF—F, VOEBERRNTA—\F2) 22BN T BIFOTTET, PA—F2J2%2HEFET,

CCT A AEFE N ENE ADULTHENTEL,
VDEBENOEENRRSINBLSTHNE ZOFESBVTVESE,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



22.FOleLER (BEFRR)

REBVWRNTEENEEIE

1HOEREISGZECTUE  TOWRUVNCHERRCIZEW. (IHD LR, . . R4 : 5004 LW @ 30044%)

ERRISELTORWMEE(FAMebaKING2ZBREIL TPDEL TLIZE0.

DML (BRI TE DA, AFRICEoLE)

RICHDETHTT —IDBHELIBNASBDET,
TA=N\F2J 205 EZRE L TR ENHDET,

- BWIR=-F DT 7 A— NIDFAME R | OEBMEFRULTEE W,
(RARBVWRIYDHDETY)

-HIRERY Y HRIRENETD T [AmebaKING 27074t |

LBVNTHHIRI S ZHLET.

T2OIANS B HAECBERLFTH ? 1ERRENZDT

TREVWIZRL TS W,

INTERENMIIMEENET,

XAHUET2EETOT —IHHIBRENFTOTIERCLZE,
XERFECAEME T DEREENREITIREEBDFIOT,
FEAREECOTORVEFDHIEMERLABNTLIZE L,

MRk ERMN TR RO TLEILE)
FETIA-NFII2088 %L TR ENHDET .

—E. PA-NFI2HET LT,

RAIE1-IN51C: | RS/ T%ZFENT. 20 H5TProgramDatal
EVSERIOTANAZBINTIZE W,

ZoHhI(CT cisnetak 1EWSTALINHBDT.
—EZOTANAFZEFBEHIBRT DN ARIOZEBEZL TS0,
CNTEREDHHA LN ENET,

(g 7= /v:uaz"

l Frrvare

7aort gk [ss

gx ) unFHES

D

HART-F

[=m |
EPATOCBESNTVAIDROSC S HRE A
SHCFAIOTFH2 2 PRIFRLT SV
PxA—) DD

w3l
AmebaKING2 it
AL

MRENETOTES <4 b
EE. S =0 o 22

EROBASE

2013/01/24
PRI RV T20R—FHHFIIV—AIhFUE, (ver 20.00)

B e e b i | s

| [ _mee

CHEI_2TL MBAKID-E A5 0

s O e

ERLEDDIOIEE

[tat=b | [ z23#-k
[ mALrmeRsUA -~

EEBID F8:

(e (&

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

59/66



60/66

22.FoizEEE (InternetExplorer®EiEl)

FA=NF292(35 A7 AAEBT InternetExplorerDigEED—EPEERLTHNZY
InternetExplorerDEEEREICL DT, EMFICREENHITHEENHDFET DT, —EREEVEY FNUTHTCEEWN

IntenetExplorerzfE. sREDN A2 —FYMAT A | %FEFT, [ 2% 19 TAO FEDERE |0l BIBR AT > ERUED,
[BRICADWebBA N —4%1F1F I3[ 1> —2wbh—BF T4/l ][ Cookie [ FBEE |([CF vz AN, [HIBR | ZIRLET,
SE(IMEEHERTE 19T %BIE InternetExplorer®s&EZULYN IO Iy IR > %BLET,

[MENEREZHIBRT 21 (CEFIvIZ ANTICT VYN AT > 2 UET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



22.FoizEEF (InternetExplorer®ENiE?2)

FA=NF292(35 A7 AAEBT InternetExplorerDigEED—EPEERLTHNZY
InternetExplorerDEEEREICL DT, EMFICREENHITHEENHDFET DT, —EREEVEY FNUTHTCEEWN

IntenetExplorerzBiE. SRED A2 —Ry AT | Ol 3058 E | 7T ZFEET,
[MREME/RERLODA MNEZBEN I IIHSCESIDIOFIVIZEINUIIRRET. [ER IR % UET,

vt Cpire EAWREID 24 ELITED

=5, e
. lSaa i }n.hl e I

heree b GROER e
Towe! Erphves DHVTEATOMRC oM 24 TR

T -SRI, LTI

——’

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

61/66



22.@orEER (SATLAT—-5IDIVUF)

1. Z29—bR9> (WindowsDOJIDRYY) #EIWILET,
2. [IH2J0-5—- |&RIRUEY,
3. IH200-5—0EEOEAICHBI PCleswILET,

4. IHY270-5-0EEOERICHZI O-DILT12I(C:) 1ZIWILET.
%[ Windos(C:) 11l OS(C:) | BEZRINESZENHDET.

5. [1—-9—10TANI=IWILET,
X[ UserslE LV SERINBZENHDET,

5. [BEVD/YVI>OTHINE I1DOTANIEIUWILETD,

6. [ AppDatal DIAINA=IUILET,

%[ AppDatal 'R ONBRBVNGE . IROR-ZOIBELIrILOFRRIZLTLRE W,

XENTERINSRVEEIL. 5 LRI THOTAN A ZRERL TUZEL,
7 . [Loacal lOTANAZIWILET
8. [AppslDIANARI WILET,
9. 12.010TANAIEIIILET .
1 0. [AppslDIANAEI I LET
1 1. 12.010TA9%0WILES,

1 2. [DatalOIAINYE, [EBROBVEEBF O | TANIZINTHIBRLES
X [ EROEN\REFDOFE | > : [KAONIEGH.VE317E

XTANADTAIZDLETHEIIWIU. THIER I JZ56 Y- V&&IRU THIBRLE S,

1 2 PA=F22%57 2 bWIDZa— My k74D S BiEE
% 23— MY TAIVHEVE S BRI TS,
o g2 /i

Wlndowsl:l JDHNE
—FRATLE (EIU Y]

2t TzozxFIo—

—1 R

"Users) b‘;( & fa—tf—, %8R

k.

4
{O—=HILF 1 27 (c)PWindows(C)75 £)

PCL ZZV

rc

FSAT) 2O LY

HREVOPCOA-H-PHV Y b5
=3 "

77 AILDFRR] &
HThHLHTLLEEL

pEDataJ b‘ﬁb‘ﬁ“lz\

e

TApps) %3#iR

b rlocal) &R

7 A TR THIRR

(BAIASRSEENBHDEY)

a2 FUTD‘w
a%

» 06PHIK23.GE3

Datz

I‘> 2.0) #%:&R

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

62/66



22.@orEER (SATLAT—-5IDIVUF)

ENTEESRVNEERR

1WAl > b=-URIV 1 %EE [TOISLOTA VARV IEDT PA=RF2T2 1T A VA= IUTLEE W,

(TERVISERFRELTZZLY)

2. BAKITOISLOTASAN=)V D ITFOTOI5 LZEIBRUTREW,

[Microsoft .NET Framework]JEDWTWB3EDET

% Windows10T(& OSSOtk EFRRENFELRA. RESBINE COFIEGFEFLTZZ W,

(TERVIBERFREUTEELY)

S, B - - TR

TR » 2P0/ /6l s TATOANC—4 IS » FDTAERE v |4 | 07545 monE

ay -k

h—4 205

2.
£l
@ Mcressfe NET Framewark 4 Cient Profile

FLALRb— BE &

I Micromoft NET Framework 4 Client Frofile Langusge Fock - 35§
@ k 4 Extended

4 Extended Langunge Pock - B33
4 Mulb-Targeting Pack

S Apple Ine. 25 (~= 20 10114
‘ T2 DR e O H

3. LEOEDH T A A= TEELIZS, FEOR-TED.NET Framework 4.5 Z4>ZAR—=)LLTTFEL,

(2, ZUTVRWVSEEFRELTZEW)
_ . : - . 2i=30653

X[ ZOMOHEE A O— R I(CIEFF v ANTICORAIEFRUTOEE W,

4, TAARR (IHZATO-5-) &OIPC (ADE1-4-) 1T RSE.

[O-AIT429(C:) =T Users| =T HEVD/NVI>DI1—-H—% | =T AppDatal—TLocal | =T Apps]—I2.0]

OR(CHBTANIZHIBRL T E W,

¥ AppDatah'FT RSN TOARWB AL, [26.FoizeET (BUIANI-DFRTR) 1RTELEE W,
MHBEOD) VI OHAEC SO T O-AILTA AT (C:) Il Users | DFRREMNESHZAEN TS VET,

6./ ZEIEEILFY,

7. ZD%E. LT OR-TEDEE AmebaKING2 121 > ZAR=ILULTTF &L,
o a2/

XAmebaKING2DEA > Ab-IZ29 3L
KIMEIRE-DBADNBECRDET,
KRBT TA VAT - THNT SN | !

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,

63/66



64/66

22.FEoftEld (BBULIANSY—DRR)

Windows10D5&

1. [T92T0-5— FERVIREET, 525/~ LE0I £ 79T, 5

2 [ERIOA= 1~ TBULIPILCFTYIE AN, — '

1 — -

Windows11Dig& CL = 0 X

1. [T9270-5- VERUIRRIET, 925/ LEO % 19097 T3, L ’:i -

- & RX71
2. [FRRIOAZ1-A. TRUIPAIL 1TSS, v asmwma [ vIW-@ - :2/

33 APMIY
%

FE3X n
A = e

= EATEA

RV )
2472 .
v @ 2 IVONEa-
s WIH-2N LT -
x 790 ol ®R D TEY-237 240"
- Fa7r7 (B BEM/FD
o FraRsy D JvEa- 2FD

e REBF19) K792

fonn D MINELRF

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



65/66

22. @ lortEld (FBLIANY—DFRTR)
-

TFIVTAYIMDRER, SATAT—HDIV7ET B0, RUIANS -2 RFEHIBENTENIET,
1.0l > b= R 1ZRREEES,

2. [FRIMNTONRIRA XIS TANAI - AT | > Fom IR R TE I TIRRLIPAIL. BULIAA — BLUBRURSAT2RRI B (CFIvI 2 ANTER 120U,

nIENTE

—e

T AR IR )
SRR TR
CR ==
i

T BT -
T 2 M - o
#

I EAET IS (D500 F-70d)
NS ERIRTS

L1

YAk E2-TAN
BERIUENRIATITE

AN ARE AN TSR,

BEELRND |

oK FroAul

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. RENHEF - EH - GxFHEXEELET,



66/66

23. ZFIARY
L

LZUsHIC]
AFRHL, RS S —TAIX(Cyber Intelligence System Inc. T 1 EVWENMREETZYIRITTIA T AYINOES TOR FAEL S OBIFEEDHZEDTT .

(e DR ]

- BHEFIRECHUT, BRI/ AU T3EECORKR COERZHFEIZ00ET5. (BL. FIBAERAFMEOIRKRICIRD)

-FIRERERYINOEREZE = BIGREIFIEELDIZLETER A

-ARYINCBEIZTOIS L (AT M- RTHBEY—-RD-RTHZIEEBVEEA) ZEBULOX(GEICHRLLDIZILFTEEREA,

- ARVINE FIRBEN—EABAKE—EATERITZENTOHFFIRI DN TE, AYI MRS, BN URRBENBEOBEN TERTSLFITEFEA,

(FIFE]

< ARYVINE BHOEDZFIARIEDZIANVEITRIC L 2 ERZFHEITDEDTT.

FRHIOIRE. BEEREOSZIAVNCFIBLTOSREY A NMCOJA L. EEERBEOF v I ITIRBNIBDEYS , CARARSNTEVELESYR— MBBVWEDE T,
X NRERGEYA MEOTBBATBV B EE PayPal lICTHEFHEET V. (. [BISALARRNTITA2TAN— M1 TAMNT ERATERNEN TUBIEEBIEVED, )
FAREE1ASFOFEIANERD, BPFEHNUIBE TERE WV LERA.

- Bt BAOMMAICH NS T, ITICZIVDNISBERASEF BEC— RS I2EFEEVERA.

(Y—ERDEEF]
- St (F BERAOSHIOBRK, BHAOINEZEINTG . KYITROAE. Fon. BIFAE, TOMEESEEEEL. FEIARYINOREZHET 2 TI22ENTEFHT.
ZOBE ., HHEMNBHRT - FLIEOVWT—IEEZEVERA.

(7> 7L — MIR#H]
< AVINDTY I — MEBEZFI S 2I5E . T OEIEZEEFEIEE TS,
B U TONBEZSHT0JTOFIA
THVRR - RHASNBABTPRANEKRELZSOI0T &EU/L 2o, BEHREERDZI05
m H=HBE - IRGEITA
B> - NCEBUTVWIERADE Y

(RESBE]

- St RYIREFIALZCE REFIBTERVCLCEL T, FRIEOERICHIMNS TEENI X SHEFNMEEZRINTY, —tIEE2EDRVEDLL.
FIREFSECHUTONEEER, 3750 IREREORE. TOMAUEICHIDENBERZITRNDRVEDELET,

-T2~ MERBEOTOIT YA OEFN AR, 7T — MR BUREICLZTHTY MIBRREOEF 2 —IEDRVEDELET.

FYIL—-MACEFNZ ANMEME. 2THIBRS 1TV R IBUSEHDRM T, BABRBEHICIDI 0Z=MELTHIATZEMERET,
EEL. AMEMOHZTIDEUINTL. J0JRF> T - NASOBMTHAI 2 CLE RN TENET,

Copyright (C) 2014 Cyber Intelligence System Inc. All Rights Reserved. AEDNHEE - E& - EHFEKELET,



